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Corporate Overview
• Leading Total Systems Solutions provider:
• High-performance standard and specialized Microcontrollers, Digital Signal 

Controllers and Microprocessors

• Mixed-Signal, Analog, Interface and Security solutions

• Clock and Timing solutions

• Wireless and Wired Connectivity solutions

• FPGA solutions

• Non-volatile EEPROM and Flash Memory solutions

• Flash IP solutions

• ~ $6 Billion revenue run rate

• ~19,000 employees

• Headquartered near Phoenix in Chandler, AZ
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Strengthen Product Security 
with Microchip Trust Platform

Roy Yen – Senior Embedded Solutions Engineer
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Yes – Encrypt/Decrypt is a MUST now

To safely store secret keys

To authorize users’ access

To secure communication data

To prevent hacker cloning

But how?

Security is essential for your IoT product
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Authentication Seems to be the Basic Skill
How? Password is the answer 

Key in the 3-digit security 
code?

How do we confirm someone during online shopping?

Key in the credit card number?

How do we confirm someone while logging in ipcam?

Key in your ID/Password?

Microchip Proprietary and Confidential7



Once the Password is Stolen… 
Well-known in-house smart camera hacked (December 2019)
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Relying on Password Alone is Not Secure Enough

Asymmetric security cipher is the key…

Why could our passwords be stolen?
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Second Authentication
• Many companies use second authentication
• Sending confirmation number through phone message

• Sending confirmation number through personal email

• Face ID recognition

• Fingerprint recognition

• They believe phone, email and face/fingerprint access only 
belongs to you

No one can steal your data

Pub/Private Key System is also the solution 
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Pub/Private Key pair  
could be generated 
randomly

Private Key Only Belongs to Someone
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I want to buy a NB

Private Key Only Belongs to Someone

Name?

I am Roy

Prepare Roy’s 
Public key

Ok, please encrypt 
“5d96W3ceP8eH” by 

Roy’s Private key

Here you are 
“85qg96Hw32P1A9”

Please confirm

5d96W3ceP8eH 85qg96Hw32P1A9 5d96W3ceP8eH

Ok, let me check

Random Number

Everyone can 
use the same pub key

Kept secured
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Private Key Only Belongs to Some Devices
I want to log in

ID?

I am A9632

Prepare A9632’s 
Public key

Ok, please encrypt 
“5d96W3ceP8eH” by 
A9632’s Private key

Here you are 
“85qg96Hw32P1A9”

Please confirm 

5d96W3ceP8eH 85qg96Hw32P1A9 5d96W3ceP8eH

Ok, let me check

Random Number
Kept secured

Everyone can 
Use the same pub key
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Private Key Only Belongs to Some Devices
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Summary
• Security is important, but Encrypt/Decrypt is not enough

• Authentication is essential for user/device log in

• Symmetric password is an easy way to do authentication though risky 

• Only use data which users have access to
• Phone, email, face ID and fingerprint recognition

• Asymmetric secret key (Pub/Private key pair) is a good method
• Generated randomly, no repeat

• The one who own Public Key is the “Door Keeper”

• The one who own Private Key is the “User”
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Private Key Only Belongs to Some Devices

A9632’s 
Public key

Why does locker/AWS have A9632’s Public 
Key?

We should upload it first

How do we upload it?

A9632’s 
Private key

1 by 1? When?

Microchip Trust&GO can collect all public keys in 1 file
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Trust&GO: Simple Ordering Process

Order 10K pcsHow to provision keys?

Private key can be pre-generated inside
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A Scalable & Adaptable Provisioning Service

Pre-configured YES YES NO

Pre-provisioned YES YES (flexible) NO

MOQ 10 units 2000 units 4000 units

Development time Lowest Lower Custom

Complexity Lowest Lower Custom

Secure key Storage JIL High JIL High JIL High

Private key is 
pre-generated inside 

the chip

Can I still provision keys/information inside?

Yes! 



Visit Microchip Trust Platform Webpage
https://www.microchip.com/design-centers/security-ics/trust-platform

Obtain the 
development kit
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Hardware Development Tools Debug Board

• Direct prototyping

• PC Host via USB (with Python 
Jupyter Notebook tutorials)

• Or onboard SAMD21 with 
debugger

DM320118

Trust Platform USB Kit
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Visit Microchip Trust Platform Webpage
https://www.microchip.com/design-centers/security-ics/trust-platform

Install the design suite and use 
it to develop a secure 

application
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Provide Jupyter (Python Code) to Run Trust Platform  
Easily evaluate security functions

Host
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Provide C-code to Start the Real Design

Host
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Trust Platform Supports Many Use Cases
Find out the security use cases you want 
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Connect to Google GCP with Trust&GO
Follow the manual and Jupyter – easy instructions
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Connect to AWS IoT with Trust&GO
Follow the manual and Jupyter – easy instructions 
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Demo

Connect to AWS IoT
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Q&A Section



Thank You


