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Corporate Overview

* Leading Total Systems Solutions provider:

* High-performance standard and specialized Microcontrollers, Digital Signal
Controllers and Microprocessors

* Mixed-Signal, Analog, Interface and Security solutions
* Clock and Timing solutions

* Wireless and Wired Connectivity solutions

* FPGA solutions

* Non-volatile EEPROM and Flash Memory solutions

* Flash IP solutions

« ~ $6 Billion revenue run rate
* ~19,000 employees
 Headquartered near Phoenix in Chandler, AZ
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Strengthen Product Security
with Microchip Trust Platform

Roy Yen — Senior Embedded Solutions Engineer
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Security is essential for your loT product

To authorize users’ access | But how?

B/

To secure communication data

To safely store secret keys | ‘?

To prevent hacker cloning

-:!!_ i e BT
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Authentication Seems to be the Basic Skill
How? Password is the answer

How do we confirm someone during online shopping?

Key in the credit card number?

Key in the 3-digit security

How do we confirm someone while logging in ipcam?

Key in your ID/Password?
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Once the Password is Stolen...

Well-known in-house smart camera hacked (December 2019)
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Relying on Password Alone is Not Secure Enough
Why could our passwords be stolen?

Asymmetric security cipher is the key...

9 Microchip Proprietary and Confidentia @ MlCROCHlp



10

Second Authentication

* Many companies use second authentication
* Sending confirmation number through phone message
* Sending confirmation number through personal email
* Face ID recognition
* Fingerprint recognition

* They believe phone, email and face/fingerprint access only
belongs to you

No one can steal your data

Pub/Private Key System is also the solution
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Private Key Only Belongs to Someone
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Private Key Only Belongs to Someone

85qg96HwW32P1A9

Ok, please encrypt

Y

Roy’s Private key

. Prepa re Roy’s
Kept secure “85qg96HW32P1A9”
2 Random Number PUbI'C key

’ Everyone can / ‘\
use the same pub key *

O

Ok, let me check

-ﬁ
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Private Key Only Belongs to Some Devices

| want to |Og|n m
X4 - B | am A9632
pams g by
A9632’s Private key
on

Here you are Prepare A9632’s
: Random Number “ S35

Please confirm °e

Everyone can _~ Ok, let me check

Use the same pub key

Oo4

Ok, please encrypt

-
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Private Key Only Belongs to Some Devices
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Summary

* Security is important, but Encrypt/Decrypt is not enough
Authentication is essential for user/device log in
* Symmetric password is an easy way to do authentication though risky
* Only use data which users have access to

* Phone, email, face ID and fingerprint recognition

* Asymmetric secret key (Pub/Private key pair) is a good method
* Generated randomly, no repeat T
 The one who own Public Key is the “Door Keeper” | "y
* The one who own Private Key is the “User”
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Private Key Only Belongs to Some Devices

A9632’s
Private ke

els oo 0080 - 1Z =<
INTIRX | TX ISCLISOS IGN

Why does locker/AWS have A9632’s Public AlesZ
Key? Public ke

We should upload it first

How do we upload it? 1 by 1? When?

Microchip Trust&GO can collect all public keys in 1 file
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Trust&GO: Simple Ordering Process

E

- ]
Customer

Private key can be pre-generated inside
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A Scalable & Adaptable Provisioning Service
Can | still provision keys/information inside?

Private key is
pre-generated inside
the chip

[
”
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1
Pre-configured |
Pre-provisioned YES (flexible) NO :
MOoQ 10 units 2000 units 4000 units l

1
Development time Lowest Lower Custom I
Complexity Lowest Lower Custom :
Secure key Storage JIL High I JIL High JIL High i

1
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Visit Microchip Trust Platform Webpage

https://www.microchip.com/design-centers/security-ics/trust-platform

Obtain the
Ready to Get Started with the Trust Platform? development kit

Step 1: Buy the Trust Platform hardware featuring an Arm® Cortex®-M0+ based SAM D21 MCU and our WINC1500 Wi-Fi®loT network

controller. Buy the Development Kit

Step 2: As you work with the development kit, use the tutorial and code example and create the manifest file using the Trust Platform Design

Suite, available for Windows® and mac0s® operating systems. Lo G Sl bl oale? -

Step 3: Once the C code for the secure element is working in your embedded application, you are ready to go to production. Order the pre-
provisioned devices and download the manifest file from our online store or from our distribution partners. Upload the list of public
credentials in the corresponding cloud account.

Order Devices
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Hardware Development Tools

=

DM320118

Trust Platform USB Kit

* Direct prototyping
PC Host via USB (with Python
Jupyter Notebook tutorials)

Or onboard SAMD?21 with
debugger

o

MICROCHIP
ATSAMD21E18A

DT100104

ATECC608A Trust Platform Board

100104
g cease
eiaimmiel e Onboard:
R
1 1 e  Trust&GO,
’ ;”: LABEL1 . e  TrustFLEX,

*tf[‘f L Ea- e  TrustCUSTOM

e MikroBUS male

20

Mikroe.com socket

e UDFN and SOIC

Socket Boards
: o MikroBUS male pinout
e Sold through Mikroe.com

=%
e Same Functionality as XPRO f[«:-] ®

Debug Board

.
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Visit Microchip Trust Platform Webpage

M\ MicrocHIP Developer Help

| Search T
Site updated & days ago
active pages
# Home
& Training

X Development Tools

R e a & Functions

14 Embedded Software Integration
&3 Wi-Fi® and Ethemnet
= Universal Serial Bus
& Wired Communications
F Wireless Communications
[ Touch Sensing
st‘ o Displays
= Motor Control
¥ Power Conversion
': Dl n, Signal Conditioning
&, Dipitz! Signal Pracessing
@ Authentication
© Ger Srarted Here
& Trust Platform Design Suil
B Trust Platform Design Suite
B Secure Provisioning of TrustFLEX
B CryptoAuth Trust Platiorm Factory Reset
st‘ I Trust Platform Getting Started Labs
B Asymmetric Authentication - Use Case Example
B Symmetric Authentication - Use Case Example
S LI B Symm Authentication with Non-Secure MCU - Use Case Example
B Securs Firmware Diownload - Use Case Example
& Hardware-Software Integration

B Projects

& Products
St = store
pr-[ © Help
Cre

21

/security-ics/trust-platform

-

Trust Platform Design Suite

This page provides a brief overview of the Trust Platform Design Suite for CryptoAuthentication™ along with
installation and use.

The Trust Platform Design Suite is a combination of unique secure flows that enables you fo easily prototype
various security use cases. If's built around the ATECCE08A CryploAuthentication device sub-families: Trust&GO,
TrustFLEX, and TrustCUSTOM, and an opfimized secure provisioning flow.

To leamn more, visit Microchip's web page Trust Platform for the CryptoAuthenticafion™ Family.

. ..E
Trust Platform Design Suite Overview 500 Wi-Fi¥loT network Bu}! the De\[elnpme t Kit

The Trust Platform Design Suite congistz of a hardware pretotyping kif, provisioning tools, example use case C-
based projects, and a secref exchange package generator.

= The Cryptofuth Trust Platfiorm hardware prototyping kit comes pre-programmed with firmmeare that allows the
provisicning of the ATECCEO0S device.
= The software tools are Python-based computer programs allowing you to provision the ATECCE03A device
(on the CryptoAuth Trust Platform) for your specific use case. It includes: - -
o Anaconda Python distibution sing the Trust Platform Design : .
o Jupyter Notebook Install Trust Platform Design Suite
= The example security C-based projecis allow you fo use the provisioned ATECCE08A devices in a working
application.
= The secret exchange package generator enables Microchip fo provision your ATECCE08A devices for
production.

Trust Platform Design Suite Software Installation 0 production. Order the pre-

The Trust Platform Design Suite requires one of the following operating systems: .lDa d th e | |St Df p u b |i':
* Microsoft Windows® 10 84-bit
* macOS® Mojave 10.14.6 or newer

Order Devices

It also requires one of the following Integrated Development Environments {for the C-based projects):
* MPLAB® X IDE v5.25 and XC32 C compiler v2.30 or later
= Atmel Studio 7 v7.0.2388 and Atmel Software Framework (ASF) v3.47.0

Choose youtopersing st rom e fabs el 1e design suite and use
M Windows & macOSs
) develop a secure
€» Install the Trust Platform Design Suite
Google Chrome is the preferred web browser. The installer provides a simple solution that installs all the a p p I icat i O n

req enis to rum the Trust Platform Design Suite. j

i m executable file. ®
= Review and accept the end-user license agreement ferms. M
= Install for "Just Me" (not all users). Ic RD CH I p

= ‘You may need to change the install location folder. Verify the destination folder is:



Provide Jupyter (Python Code) to Run Trust Platform

Easily evaluate security functions

— = O X
. Home Page - Selector create = X +
C @ localhost:8888/tree 0O & s 0 = e :

HHE: 32505 SEC 2020 schedule -G K Weekly Accomplis Il Custamer Visit sch G Google B http--www.microc & Sslesforce @ Microchip Taiwan . Q) WebEx Q' home » =nEs

-

~ Jupy‘ter Quit Logout

[
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Select items

0o
2
e

2 — oy

-
-
B
B
-

= (]

B
B
B
B

..,‘.

(I IR I I I I I T R TR TR TN
-
"g.

2

-

QQQQQ

@ MICROCHIP



Provide C-code to Start the Real Design

[
ooy ‘1311
.
|@ GPI02

STAT
(=Rt  Wal¥-

@@c1 BEjR2

PWR /I
.
R3¥_'"’“’}f

RNA487I click

»» BT module WiFi module - — P A8\ MicrocHIp




Trust Platform Supports Many Use Cases

Find out the security use cases you want

24

| = | Docs
=5 e

= Windows (C)
Il CURIOSITY (D)
== CORP FILES (M)

I CURIOSITY (Dx)

I EEE CZ£ER1#EEE 1.13MB

e

=
v » EEE » Windows (C) » EHE » A14630 » Trust Platform » DesignTools » Docs

o

EiE

" TrustFLEX_guide_accessory_authentication
"L TrustFLEX_guide AWS_demo_account_setup
"L TrustFLEX_guide_Azure_demao_account_setup
e TrustFLEX_guide_custom_PKI_AWS

- TrustFLEX _guide_custom_PK|_Azure

"L TrustFLEX_guide_firmware_validation

"L TrustFLEX_guide_GCP_connect

"L TrustFLEX_guide_GCP_demao_account_setup
"L TrustFLEX_guide_IP_protection

"L TrustFLEX_guide_public_key_rotation

"L TrustFLEX_guide_secret_exchange_process
"L TrustFLEX_guide_secure_provisioning

"L TrustnGO_guide_AWS_connect

"L TrustnGO_guide_GCP_connect

™ TrustPlatform_manifest_file_ format_2019-09-26_A
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Jupyter TNGTLS_GCP_CﬂnneCt (autosaved) P Loaout
S RealTerm: Serial Capture Program 2.0.0.70 — O ot
File Edit View nsert Cell Kernel Widgets Help CUCCESS: GCP Demo: Disconnected from WIFI access point. A
WINC1588 WIFI: Disconnected from the WIFI access point.
B + g & I +* ¥ MRun H C M Code ¥ =1 Attempting to connect to GCP IaoT ...
= — e Sy Eey e o oy S pep— %EID: d ?3%322?89@
s . i . 1 bl X assuword:
C}_Lk below GCE GUI button ONLY after establishing conneg NC1EBB WIFI: Connected to the WIFI access point.
display(gcp _gui) HC1508 WIFI: Device IP Address: 172.20.9.1°72
Primt (- m oo s oo ") MNC1588 WIFI: DHE lookup:
Host: mgtt .googleapis.com
IP Address: 74.125.283.206
CAPP ) CINFO>80cket 3 szesszion ID = 4
2 Stepla. Load Manifest JSON File (1) SUCCEEE: GCP Demo: Connected to GCP IoT.
+ T PR CIICCESS :  Subscribed to the MQTT wpdate topic subscription:
R U R I < CCESS:  devices dP123AB2E5A2CSERCAT /cont iy
Publizhing MQTT Shadow Update Meszage:
22 74 6% 6D 65 7?3 P4 61 { "timestamp': 1
______________________________________ 35 33 35 39 35 32 38 2C L75359528, "Led_
Before clicking GCP GUI its required to have Manifest fi EEE??E%?HHEﬁq¥? §§a§3w7ﬁp§§t§2"323a32:22 Status”: "ON"
ing embedded project to cloud by using host details and vgggggg?g EE %g %% gg gg gg gg gg gg g% §7;§§$E§Eamgi=d1
ow GCP GUI button ONLY after establishing connection ittt Y iy i S - Pt R Status": “OFFE}_
Publishing MQTT Shadow Update Message:
22 74 67 6D 65 7?3 P4 61 { "timestamp': 1
GCP GUI 35 33 35 39 35 33 3@ 2C 575359538, 'Led_
6l 74 7?5 73 22 3A 28 22 Status': "ON"}
Shadow Update Message:
""""""""""""""""""""""" 22 74 67 6D 65 73 M4 61 { "timestamp': 1
Converting Manifest 35 33 35 39 35 33 35 2C LY5359535, "Led_
EEEEEEZE L3 P4 61 74 75 73 22 3A 28 22 Status": "0FF">
W

Connect to Google GCP with Trust&GO

Follow the manual and Jupyter — easy instructions

Loading Manifest

DEPHPI Part ] Eamum] Finz ] Send ]EchDPDHIIEE ]

1202 | 12CMise | Misc |
Device registered succesfully

m Clear| Freeze| ﬂ

@ MICROCHIP




Connect to AWS loT with Trust&GO

Follow the manual and Jupyter — easy instructions

g AWS loT X

TNGTLS_aws_connect - Jupyte X

C @ localhos /notebooks/TrustnGO/01_aws_connec

EEES SEC 2020 schedule - G... & Weekly Accomplis. H

" Jupyter TNGTLS_aws_connect o

File Edit View Insert Cell Kemel

B + = & B 4 ¥ MRin B C

Step1. Config AWS-CLI

Before clicking AWS GUI its rd
ing embedded project to cloud
low AWS GUI button OnLY after

Step3. AWS GUI

AWS User Region: | us-east-2

Created policy Default
number of certificates: 1

Loading the manifest_item
uniqueId: @123c19@30@8ff2bsal

B RealTerm: Serial Capture Program 2.0.0.70

Host: aZnopdxfkl2icw—ats._.iot.us—west—2_amazonaws.com
IP Address: 52.43.208.75

CAPPYCINFO>50cket B session ID = 1

SUCCESS3: AWS Zero Touch Demo: Connected to AWS ToT.

SUCCESS:
SUCCESS:

Subscribed to the MQIT uwpdate topic subscription:
Sawssthings~8123c198388f £ 2h6A1 shadow/update delta

Publizhing MQIT Shadow Update Message:
AABBABEA VB 22 V3 V4 61 74

AARARAE1iA 7?4 65 64 22 34 VB
HaBanaza 22 YD 7D YD

WINC158A@ WIFI: Device Time: 282884427 B8:53:84

Display Port | Capture | Pins | Send | EchoPort| 120 | 1202 | 12CHisc | Misc |

a

>

65 22 3a VB 22 7?2 65 A 6F 72 {“state':{"repor
22 6C 65 64 31 22 3a 22 6F 6E ted":{"led1':"on

O

An| Clear| Freeze| 7|

ttings hawve been defined in wvour code.
use the Program Conflguration Bits button on

About to try certificate impor
exception occurred: An error g
RegisterCertificatewithoutca d

Status
Baud [115200 | part [51 | [open Spy| | @ Change |¥ | Connected
. . . Software Flow Cantral _|RXD 2]
Parity Data Bits Stop Bitz ™ Receive on Char 117 | THD A
* Mone (¢ 3 hits {« 1 bit " 2 hitz ’ TS ()
- : i '
~ 298 | Thits| Hadware Flow Control [ Transmit <aff Char: |19 |pco (1)
" Mark (6 b!ts f¢' None (" RTS/TS Wwinsock iz _|DSR (8]
" Space (" Bhbitz | | ¢ DTR/DSA T R5485ts ™ Baw _ |Ring 9]
& Telnet | BREAK
| Errar
Char Count:2784 CPS:0 Port: 61 115200 8M1 I

ed to access Multi-Account Device Ce
attach_thing

MANIFEST_IMPORT INFO
MANIFEST_IMPORT FAIL False
MANIFEST IMPORT SUCCESS False
number of thingIds to check: 1

Checking the manifest_item
uniqueId: @123c19@3@8ff2bsel

Falsq

- FProgramming complete
@ Feedback (@ English (US)

The following memory area(s) will be programmed:
program memory: Start address = Ox0, end address = Oxlb5ff
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Demo

Connect to AWS loT
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Q&A Section




Thank You
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