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Silicon Labs

A leading provider of silicon,
software and solutions for a
smarter, more connected world

Core competencies in mixed-signal and RF integration

A track record of multiple industry firsts,
transforming and disrupting large markets

Focus on high-quality, diversified markets
positioning us well for sustainable growth

Scalable, fabless manufacturing model
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We are the Leader in loT Wireless Connectivity

Innovation

* Enabling wireless adoption and time-to-market

Longevity

= Commitment to loT and our customers

Platform

= Breadth and depth of wireless solutions

Series 2

» Further advancing what is possible in the IQT
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The industrial automation value chain
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The Industrial loT Opportunity
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Source: IHSMarkit IoT Tracker 2018 Q3, WSTS Autumn 2018 and Silicon Labs’ estimates.



7

" e

&

—

€3 Bluetooth

%
Py — 5k

Asset Tracking

Protect your workforce,
equipment and inventory
across large areas with
advanced, reliable wireless
devices that power real-time
location systems (RTLS)

How It Works

Asset tags broadcast Bluetooth
beacons in manufacturing
facilities

Bluetooth mesh or Sub-GHz
nodes receive beacons and
passes location data to a
gateway

Gateway sends relevant asset
location information to a cloud
application
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Connected Lighting

Reduce energy consumption,
customize settings by work area,
and control lighting from remote
locations

How It Works

= Large scale mesh network
connects lights, luminaires,
controls and switches

= Bluetooth mesh, Sub-GHz,
Thread or Zigbee technologies
are ideal for mesh networking

= Multiprotocol connectivity
enables a multi-function loT
wireless backbone
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Smart Energy
Management

Generate electricity and heat
water with a wireless smart
energy system that provides
factory operators the ability to
reduce costs and better manage
energy usage

How It Works

Industrial-grade LPWAN
provides connectivity to solar
panels, smart meters,
thermostats, HVAC and
environmental sensors
throughout the facility

Multiprotocol Sub-GHz and
Bluetooth loT wireless network
provides simultaneous long-
range device-to-device
communications and direct
smartphone connectivity

Direct smartphone control
simplifies device set-up,
monitoring, and maintenance



Process
Automation

Connect machines, devices,
sensors and people to a system
that automates factory tasks
including production,
maintenance, quality control, and
reporting

How It Works

= LPWAN or mesh networks
provide the wireless reach to
factory automation sensors
located throughout the
premises

= Bluetooth mesh, Sub-GHz,
Thread or Zigbee all meet the
needs of low-power sensor
applications

= |oT gateways provide cloud
connectivity and enable
remote management

€ Bluetooth @ Proprietary THREAD @ @2 zigbee



Industrial automation segmentation

MONITORING INTERFACING NETWORKING
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Why is security important in industrial automation?

CONFIDENTIALITY AUTHENTICATION INTEGRITY

Ensures the data is only . Ensures the information Ensures only the desired end
Ensures the supposed sender is . . . :
readable by the proposed contained in the original devices and gateways are part
. the real sender : :
destination message is kept intact of the network

The 4 Main Features of loT Security
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The Benefits of Mesh Networks

= Extend the range of connections from gateways

Star Network

or mobile devices with multi-hop communication

= Reduce power consumption in a system with
shorter transmission distances between devices

= |ncrease system scale by supporting hundreds of
devices in a single subnet

= Improve system reliability with self-healing
networks that overcome node failures

= Deliver optimal responsiveness with device to

Mesh Network device communication
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Series 1 Gecko Wireless MCUs
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256 — 512 kB Flash
\/ Up to 13 dBm

Sub-GHz

QFN32, LGA6G4

Zen Gecko

256 — 1024 kB Flash
. Up to 19.5 dBm
Mighty Gecko \/ \/ \/ \/ Sub-GHz + 2.4 GHz
QFN32, QFN48, BGA125

128-1024 kB Flash

Up to 19.5 dBm
Blue Gecko v v 2.4 GHz and Sub-GHz
QFN32, QFN48, WLCSP43, BGA125

32-1024 kB Flash

Up to 19.5 dBm
Flex Gecko \/ Sub-GHz + 2.4 GHz

QFN32, QFN48, BGA125

Silicon Labs Confidential



Silicon Labs Bluetooth Software: Bluetooth 5.1

Beacon

LE Mesh
stack J stack

Bootloader

Point to Point

. Master

Application

Mesh Model

Mesh Profile
(bearer, network, transport)

Bluetooth Link Layer

Star

‘ Master/Slave

Gecko Bootloader

LE dual topology

Slave

. Mesh

Bluetooth 5.1
= AoA
=  GATT caching

Bluetooth 5

= 1M, 2M and LE Coded PHYs

= Extended advertising: large packets and all channels and PHYs
= Periodic advertising

= Advertisement sets & scan event reporting

Bluetooth 4.2 features
= LE Secure Connections and LE Dual Topology

= LE Data Length Extensions and LE Privacy 1.2 (slave) and whitelisting

Central/Peripheral/Advertiser and Scanner

= Upto 16 connections and 5 advertisement sets

= Any combination of advertiser, scanner and LE connections or mesh

Any GATT based service or profile
Secure OTA over GATT




A Wireless Solution For Every Application
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Design flexibility

€

SoC

Maximum design flexibility

Serves full range of use cases
Programming required

Certification required

Module
Design flexibility

Serves full range of use cases
Programming required

Pre-certified

Wireless Xpress
Complete configurable solution
Optimized for select use cases
Zero programming

Pre-certified

>

Time-to-market



Bluetooth Xpress Modules

Out-of-the-Box Bluetooth to UART cable replacement
No firmware development needed
Built-in Xpress streaming service for data transfer
Streamlined framework for mobile app development
Xpress Configurator tools for graphical feature configuration

Built-in antenna and certifications for fastest time to market

Bluetooth features

1M and 2M PHYs
= Up to 40kbps throughput

-
RN
3': i@

f T CHN LAES LE Secure connections and privacy
Blue Gecko e | h service for d :
BGX13P ustom Bluetooth service for data streaming

Operates in either central or peripheral role

Transmit at +8 dBm

Interfaces
UART-to-Bluetooth data interface

Simple Xpress command API for configuration and control

BGX13P PCB module | BGX13S SiP Module Additional pins for connection state control

Configurable BLE throughput, GPIO and status LEDs
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https://www.silabs.com/products/wireless/bluetooth/xpress/bgx13p
https://www.silabs.com/products/wireless/bluetooth/xpress/bgx13s




Getting started with Bluetooth Xpress

= https://www.youtube.com/watch?v=W7qgs NGS1bU



https://www.youtube.com/watch?v=W7qs_NGS1bU

Thunderboard Sense 2 |oT Kit

Magnetism and Proximity
Hall Effect Sensor
Silicon Labs Si7210

Computation and Communication
ARM Cortex-M4 multi-protocol radio SoC
Silicon Labs Wireless Gecko EFR32MG12

1MB Flash, 256 KB RAM

Air Quality
Air pollution, air quality, and breath analysis
Cambridge CMOS CCS811

Pressure
Absolute Barometric Pressure Sensor
Bosch BMP280

Motion Tracking
6-axis gyroscope + accelerometer
TDK InvenSense ICM-20648

USB Program and Debugger
Segger J-Linkand mbed MSD
Silicon Labs EFM32GG

137 PM 793 eoxm | 102 ATAT =

Thunderboard % )
Motion

Thunder React #29885 atl
37 d8m

Thunder Sense #30635 ail

32 dBm

uuuuuuuuuuu

Thunder Sense #30635
0.4.0

£ Thunderboard Motion: Board

Audio Sensing
1?S Digital microphone
TDK InvenSense ICS-43434

UV and Light
UVindex, ambient lightand proximity sensing
Silicon Labs Si1133

Environmental Sensors
Precision temperature and relative humidity
Silicon Labs Si7021

User Input and Feedback
2 push buttons and 4 high-power RGB LEDs

Large Memory
8 Megabit low power flash memory
Macronix MX25R8035F

Data Acquisition and Analytics
Open Source iOS/Android apps & cloud demos
Github.com/siliconlabs

-( mmbonrd Environment.

xxxxxxxxxxx
Thunder Sense #30635 7%
0.4.0

19

184 65N

Thunderboard Sense 2

= Adds EFR32xG12 SoC with Bluetooth 5, 256kB RAM and 1M Flash
= Bluetooth 5 (2M and &) and Bluetooth mesh capable
= Digital PDM microphone

Magnetic Hall effect sensor

CGioP | Targetveice | st | Newswp

SLWSTK60208B EFR32BG13, BGM13, BG1 $149 $99
SLWSTK6023A EFR32BG21, BGM21 N/A $99
SLEXP8027A BGX13P S46 $19.99
SLTBOO4A Thunderboard Sense 2 $36 $19.99


https://www.silabs.com/products/development-tools/thunderboard/thunderboard-sense-two-kit
https://www.silabs.com/products/sensors/magnetic

Zigbee Overview
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Certification & Logo
Conformance

Application Layer
Interoperability

Network Protocol Stack
Connectivity

IEEE 802.15.4
Radio

KZigbee 3.0

= Unification of Zigbee profiles
(except Smart Energy and RF4CE)

= Enhanced networking and security
= Backwards compatible
= Mandated since May 2017

= Zigbee Smart Energy 1.4

Home Light
+ W

HA 1.2 Light Link

—

K Green Power




SE1.4 — Communications Hub Architecture

K 3G Module R > All devices appear on a single ZigBee Smart
Comms Hub App Energy 1.4 HAN

»Single ZigBee stack manages all ZigBee
SE 1.2 App . .
- network traffic on both frequencies

Single
4B, ‘UART(EZSP) »Both radios able to receive simultaneously
gﬁ‘l/\;fe Comms Hub o .

5 / EFR32 \ » Application does not know or care which

| : . Singl <

|| ZigBee PRONetwork || | 500, e frequency a device is on

Stack | (multi PHY)

7N >
\ \

| EEE sz s A AT | <ascs
\ L 2.4GHz PHY /0 "868)Hz PHY
\"4

- e
\ 868MHz . ; -
- \v Gas Meter

ol - (868MHz)
Electric Meter Dlsplay _-

(2.4GHz) (2:4GHz) Display (868MHz)




Proprietary Solutions - The FLEX SDK

Application

Network /

Transport

Link

Physical

Platform

€3 Bluetooth G9 THREAD @ zigbee FLEX SDK  @)Proprietary

Customer Application Customer Application Customer Application

Customer Application

Customer
Proprietary

Stack
IEEE 802.15.4

like MAC

Bluetooth Link Layer IEEE 802.15.4 MAC IEEE 802.15.4 MAC

Bluetooth PHY I[EEE 802.15.4 PHY IEEE 802.15.4 PHY Proprietary PHY
(2.4 GHz) (2.4 GHz) (2.4 GHz) (2.4 GHz or Sub-GHz)

RAIL

RAIL RAIL RAIL

Common Bootloader

Common Bootloader

Common Bootloader Common Bootloader




Dynamic Multiprotocol (DMP)

= Time-sliced operation between
2 stacks running on Micrium RTOS

= Enables direct phone connectivity
for local control and diagnostics

= Maintains critical Bluetooth
connection interval timing

= Sleep mode support for low power

Connection Interval

9 Reconfigure
Radio
@Proprietary or @

Time
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Network Analyzer

Timel165345155  Realime:feb 23, 01:00:30  Nodes22  EventUDP Message

B % ket Dctol a8

Corrupt: field length overflow: 3 [at field: paylo
MAC crypto: ROOT, 656D 626572 204540 32

Packet

UDP 44263 -> 5683

field length overflow: 3 [at field: payload...

L ] L] * 3 [ ® o [EEE 802154 [10 bytes)
1 [EEE 802154 Secunity |6 bytes]
2400 3000 2300 ocoL 1con xivebb_00 1 GLowpan [19 bytes]
01
° ™ 1 Lowpan UDP [7 bytes]
L4 L b o CoP [25 bytes]
LU 3c00 2000 E i Message Integrity Code [0 bytes]
- Radio Info EM35x 5 bytes]
noco L * ® * L]
1000 0400 ocoz ocoo 2400
e L ] . © Ld
nivebb 00 1800 1400 2002 3800
0002
ransactions _totatd,570 shown 04
Time Duntion  Summary 16 Src 1Pv6 Dest PF L B Status m
116391695 0002 ColP ack 2/ Changed /devi i (2} 93:714  [1]: 2
116429630 0003 UDP 24469 -» 5683 [1]:2766:4002:3583:1976  [1}:b35c:511d:3228:e8... 2
116439338 0002 CoAP ack 2/4 Changed /device/onoffout  [1[:b35c911d:3228:e8..,  [1]:27e6:40023582:197d 2
116516159 0003 UDP 44469 -> 5683 [£]:2765:002: [1}:bbediatabrdc.. 2
[ iesusts 0003 UDP 44469 -> 5683 [11:2765:6002:3583:970  [1):6f%0:efeSddd2feb 2 ] e M >
116543928 0002 CoAP ack 204 Changed i i 2 Hex Dump (17 bytes) o8
116550597 0002 CoAP ack 204 Changed [t]:bbe R6c. 1k 2 49 69 98 09 00 20 Ti....
116569268 0003 UOP 44469 -> 5683 [1}:2766:4002:3589:197d  [1]:c322:c1 21:874:450e 2 00 3C 00 00 OD 18 <
116578367 0002 CoAP ack 204 Changed D22l 113 2 A4 0L 9107k 05 6.5
116596802 o7 UDP 44469 -> 563 1} [1):7Hc ¢ 89 19 7D 6F 9B EF o
1127 o65:4002:3589: 3366013 48 = ES5 D3 32 OF AB FO 2
116639332 0003 UDP 44469 -> 5683 [1]:2766:4002:3589:297d  [1]:d336813: 481256 2 = AD B5 16 33 E4 48 in
~ 44 D2 BE 00 D? 54 D Z
8A BF B6 64 65 76 . ..dev
Events  tetal90433 shownd 079 Decoders: Ember 2 stack, Thread 0.99 B 69 63 65 08 6F 6E  ice.on
6F 66 66 6F 75 74 of fout
Time Type Summary MAC Sec MAC Dest Status 2 0 AC 21 0C AC 0.t
74 91 00 8F a1 t
™ 16534515 Packet UDP £4469 -> 5683 0000 300 field length overflo: 3 atfield: peyload...
L. 116535059 Packet 302154 Ack 300 0000
116541931 Packet Baseband dropped Rx Baseband dropped
116543928 Packet ColP ack 204 Changed /device/onoffout 300 0000
116544471 Packet 02354 Ack 00 1600
116550597 Packet oAP ack 2/M Changed /device/onoffout 00 0000
116551141 Packet 802154 Ack 0000 0coo
116565268 Packet UDP 848593 -> 5663 0000 1400 field length overflow: 3 [at field: payload...
16.560812 Packet 802154 Ack 1400 0000
116578367 Packet ColP ack 2/ Changed /device/onoffout 1400 0000
116378911 acket 2154 Ack [ 1400 3

e 154 decrypted (1 more)

= Network-wide view of all packet activity
= Correlates network traffic into events
= Custom decoding and filtering options

= Log files accelerate Silicon Labs support

= Uses unique Packet Trace Port (PTI) feature
= 2-wire interface
= Qutputs every packet TX/RX with link quality

= Can be used to output application debug statements

Advanced system-wide network debug and support

24



Network Analyzer

= Editor Panes

» Adapters

= Map

" Transactions
" Events

= Event Details
* Hex Dump

= Filters

* Tools
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File Edit Filters Window Help

N-HOCHRROTH P WP Q@ T "l""“ "8 ¥ U Flldfe[@hlL @ G 6002080 - TZL e R

i B | M Launcher {3 Simplicity 1DE 1k Configurater [ 1 Netwark Analyzer atart Replay |
Pfﬁb.;s Acdapters: 11 &3 ?'\q 8 J-Link Siicon Lebs [440025438) g *live | = 0
% 054 % B 8~ T E)|| 2 saved fikers. | arn - 1-15 l
J-Link Silicon Labs (440025423)
3 J-Link Silicon Labs (440025505) [capture]
- [ POOL-TSA3 (10.6.54 99)
v Fag-ncp 00.6.54.100) TimeD5 601051 Fealtimeh A Moder3  EventEFR Tx packet  RAR fileen 925F O ¢ Event Detzi =
> TB2- light1. (106.54.60) - . - MW crypte: ROOT, DB ES 20 A5 C5 6D 6
T TES s Q0L A6 o | ¢ =254 0o
W THe-hghtd (108,54 82) 000440095505 47DF i . .
TB2-nep [106.5450] ooan 00085 ?FFFEARY BTEA ZigBee Metwork [3 bytes]
\ OO0ES FFFEEARLADDE J - 0 ZBBEE Metwork Security [14 b:{'lﬁ]
TBE-switchl (10/5.54.68) e —————— = » TigBee Application Support [5 bytes]
> W TE2-switcha (10.6.54.15) - : - . TigBee Davice Profile 12 [2 bytss]
\V TBZ-switch3 (10.6.54.76) _/ Time Duration Summary NWE Src WK Drest 223 M2 E® Status & - Metwork encryption MIC [4 bytes]
o4 435029 020 Association 47DF 000 ] » Radio Info EFR32 [6 bytes]
: 94 643273 0002 Transport Key (MWK 0000 4TDF T
JiRE EFE  AC WD | = O || af s4661041 0959 Permit Jain Fequest 0000 FFFC 4
- || susmsre 0560 Permit Join Request 0000 FFFC 4 L
T L =
Tw count: L. Rx count: 0 = L GdLst Dﬂft =
. G Sender 000410035505 [DA] @ 04 GESATE 084z Device Announce 47DF FFFDr 4 4 ml 3
L - : 45 2010 | 25601051 0068 Iatch De;cripn'on Request a000 47DF (] 1 Hex Dumo (60 bebes] - 8
e SR G507 00z OF w0 2 - R
Status: 05 \ FC 36 61 00 EE _ha -
tatus e " ! LF 02 DF 47 00 _ .G
- - L 00 0B 02 DF 47 . ...G
Events  total$30 shownd77  Decoders: Auto-detecting decoder steck, Default B 0 00 1E ED 2D .
N o0 02 00 D3 o
Time Type Surmmary MAC Sre MAC Dest Stotus T 4 FE FF 57 d..¥
I 95601051 Packet Match Description Request 0000 4TOF 1 33 33 EE Eg s
LY T AP[Trace Send unicast 0004009, , 1 24 DF 47 D4 156G
AP whE01100 RSP sendUnicast Resporse 0044009, 5 an b £y o0 -5 a0
@ 5601127 ASH ASH T Data 00044004, .. 2 FD OO 0% OO0  _._...
| 25603172 Packet B0215.4 Ack 47DF -
95607505 Pecket  RowteRecod  4TF - | N\ Zigee Network decryped mm)A

: Capture with adapter J..abs [4D095505) e &1 : © 2018 Silicon Labs




Differences between using PTl and sniffer

= Advantages when capture packet trace using PTI directly

EZSP trace (super important to debug host/NCP issues)

APl trace and debug prints(enable the debug extended library

plugin)

Dropped/corrupted packets (could provide useful hints in

debugging certain tricky problems)

Know what the radio sends/receives without extra work

Can capture from multiple nodes simultaneously

2410207
2410763
2411828

T A AMmSr

0.212627
0.214563
0.220005
0.220023
1.215000

Packet
Packet
UART

A MNT

Packet
Packet
APITrace
APlTrace
APITrace

Data Reguest
802.15.4 Ack
slept for 955 ms

ZCL: Toggle
802.15.4 Ack
Message sent
Stack power down
Stack power up

+11 Radio Info 3
Tx count: 1, Bx count: 1
v ) sender: tools-006 [64]
Time: 39.358478
CRC: EO6F
Status: EF
v 1 Receiver: tools-011 [24]
Time: 39.358452
) Type: 350 Rx packet
Bytes: 6F EO 00 78 EO
Raw LQI: 0
Scaled LQI: 255
Raw RSSI: 120
Scaled RSSI: -34 dBm
CRC: EO6F
Status: EO

e |



Energy Profiler

Energy Profiler - C:SiliconLabs\SimplicityStudiolva: perisdks\efm3ZWwvZiemlibisreiem _led.c - Simplicity Studio
File Run Help

EFM32 Wonder Gecko Starter Kit (440012344} ~ o E % [E A
- de_file. x
@ - |i| 7 code_hle.c ~
N | : = |mprove battery life
Cumer  B.25pA  4.4mW  459mJ  3.01s  VMCU ) 47 public class Intlistiera(

private int[] ivalues;

S0pA  SImW 4537w 10228ms . i vold sddline = Simple energy optimization and debugging

if(iSize == ivalues.length)

h

51 resize();
iy e ¢ s e = Analyze real-time current consumption
' = Correlate energy consumption to code
private void resize() {
e e e Lo
- , iValues = temp;

public String toString ()

String result = "size: " + iSize + ", elements: [";
for(int i = @; i< iSize - 1; i+)

result += ivalues[i] + ", *;
if(isize > @ )

result += iValues[iSize - 1];

result += "17;
7 return result;

¥

74 public String toStringUsingStringBuffer(){
public void add(int {
if(iSize == ivalues.length)
resize();
String result = "size: " + iSize + ", elements: [*;
public class IntListVer2(

¥ #irg_handler_name ¥ #ir

8 private int[] ivalues;
Energy profile (live) % “._Energy profile (range) 0 public void addint x){
82 if(iSize == iValues.length)
Function Energy Contribution (%) ¥ 83 resize();
PP function_name 512 W 30% 84 assert @ <= iSize && iSize < iValues.length;
8 ivalues[iSizel = x;
P function_name 5.12 W 24% 1 8 isizers;
H
a7 3
i 5 [ —
function_name 512 JW 15% " Srfvate void resized) ¢
function_name 512 pW 9% E 1 89 int[] temp = new int[iValues length # 21;
System.arraycopy(iValues, @, temp, @, ivalues length):
function_name 312 pwW 4% ¢ 1 91 iValues = temp;
function_name 512 pW 2% N ] ' 4
function_name 512 pW 1% L 1 N v

Advanced real-time energy profiling tools for optimization and debugging
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The First Series 2 SoCs : EFR32xG21

High-Performance Radio

Up to + 20 dBm output power

-104.9 dBm sensitivity @ 125 kbps GFSK
-104.5 dBm sensitivity @ 250 kbps O-QPSK
-97.5 dBm sensitivity @ 1 Mbit/s GFSK
Improved blocking performance

Application Optimized

Optimized for line-powered mesh devices
Small form factor 4 mm x 4 mm QFN32
Reduced external BOM cost

ARM Cortex-M33

80 MHz

FPU and DSP

Up to 1024 kB of flash and 96 kB RAM

Low Active Current
8.8 mA RX (1 Mbit/s GFSK)
33.8 MATX @ 10 dBm
50.9 pA/MHz

World Class Software

Dedicated Security Core 9 Bluetooth’ e A
igbee 3.
Enhanced crypto Thgread
True random number generator (TRNG) t'r HREAD Bluetooth LE
Secure boot . Bluetooth mesh
Secure debug unlock @ 2|gbee Dynamic multiprotocol

Enabling next-generation connected products







Wireless Gecko Series 2 100M range test

= https://www.youtube.com/watch?v=Lzf6MBNLU9Y&t=4s



https://www.youtube.com/watch?v=Lzf6MBNLU9Y&t=4s

Silicon Labs: Advancing what'’s possible in the loT

= Expertise: 20+ years providing RF solutions with more than
750 million deployed wireless nodes worldwide

= Security: Providing enhanced security features that help
developers increase consumer trust in connected products

= Platform: Simplifying loT product design with highly-
integrated devices, reusable software and advanced
development tools

OBluetooth  @rrorrietay  PHREAD
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SILICON LABS

Thank you!

WWW.SILABS.COM

Silicon Labs Silicon Labs
Facebook Community


http://cn.silabs.com/

