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Customers of semiconductor companies want security but
are unwilling to pay a premium for it.

. 10th percentile

% of respondents, by vertical Average %
90th percentile
For the most use ive | Smart What premium are your
cases, what level of risk will homes and customers willing to pay
your customers accept?’ buildings  for next tier of enhanced
chip security?
s

Try to avoid
break-ins 520%
at any cost

Technology
needs to 10-20%
capture “98%
of risks"
Tachnology neacls >0-10%
to avoid most
common breaks
(>90% of volume)

0% or even
Occasional yearly declines
security breaks in average
are acceptable sales price

expected

'Figures may not sum to 100%, because of rounding.

Source: McKinsey/GSA Semiconductor Industry Executive Survey; McKinsey analysis

McKinsey&Company

B3RS ERN - tIERLEHEFHRE

EEEEZRIRENES®

WRABERKE  BROAFHYBALEA
K - BEERZ2NENEREIE - E15%R01E

AEBEAR F ZEEREMEE20%0EE -

EEmKNmBER - WURBRENRAERZ
£ HERSHPAZZNERN - FEARKY)
I EZERV SR RAVEASE -

* 2R © Cybersecurity Is the Key to Unlocking Demand in the Internet of Things, By Syed Ali, Ann Bosche and Frank Ford



2. Ve BVERR

AFEE

MEHRAPRRTEET KN - WHEABHTERTD - L=EFRHEMEAR - KEPNERONEED
PrzzEENEERREHLZEFRERSERIEBENR -

I

2z

=
N

WEXLE HIRABNMEBZZERNTEERERALENE -

PIEEFRIoTIMSS - TRYEHE - BRERTL - BRESER  BHERRSTRERZ T KR
= - WHERoThHT - BRRR S MASZE2BBEIVTRICRE LS - AftIFRRERZZIREAINA R
RBRLRES - HPERNEEQRE -




2. Ve BVERR

G

EloTEm/RBFHBENAE - ZEWIRFN —EZAEMELEIIENEEL SR, - LEWEERTESR
ERRIE A BERHS - FRSCHLUAE - BEIELIEEENZZSHS - o DIERNELEBBEEMAERBAR/ -
TR/ NVEBSIER - BIEAWEERX - #20lEE

o BARREIBEREN ;
o BAME - A\BLZEXIE;

. EERREEROTH
. ATHEEA -

2019F6 7 - EIREARKZHHEE Z —ASCORNNEERMMAEWNERIR - ElAMAEER - 188 - =H
MEAX - EEARA T#EERE - ETFRIAEL -

2019767 - PHEEAATHEIUBIERKE - BHESINE - THAGTESETH 2SS - BRE
> SRS -

201953 - FacebookFIRIKZ IBIE T ¥5 1R BB Al Gearbest VEFREEHVRER - MBHEATEEE
AFTHH0 -

RIZRERRRTE - ZEMEBESEEEAR | B Mg S - REEARR - BENZZEMEIEE
Y -

ZRHMREEHRBENR - U IREBRESNPM ESMEE ) EHENEEREEENER - 51
NLZ2RETAETLURERKRF - LolLRp LEMEIPEEEREEEN - ERolLUBBRLEINEREE
SNEIEER - NRREMBRSNEEMSINERRE -

IAR FYEmbedded Security 77 Z PR B2 Embedded Security IP - T AGRABRE Z S HEAE EEL DB TVE4R 5N
By - WHERTEHE -

[ ™ Able to Provisioning Encryption of User :

Secure Deploy Blobs / Identity (device |den!|ty) L
SD-P / SD-M* i

Manage Production Countby
using HSM Hardware

Device Firmwar e&Datl

HSM

Import Software Package
for Production

m *SD-P: Secure Deploy Prototyping / SO-M: Secure Deploy Manufacturing
®

Secure Provisioning

M Embedded Security
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Stage 2: Stage 4: Stage 6:
Architecture Implementation, Deployment
Design Code review
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Stage 1: Stage 3: Stage 5: Stage 7:
Security Threat Testing Maintenance
Requirements Modelling

FEABEEEEAMMNREEIA - SEEERERER LRSS - A oEENBESREEET - &
IEIEHRE R AR IR B AV S 22 LUIRRR) - (Mo R AR R0 SR E RO IE ~ BT ~ IBREY) 2 -
X EEMAEGET S LSRR -

A - HHEERENESREENEE - REEEEERLEHHHE - B EHENZEEE - £ERER
EENZERHMMERER - AR ERENNERS - BL2UERAEERFE -



4. W7

EIEEPSE =

HHEIZEEMm
TERRHSREORTIE -
RT3 EARES -

AP

IS A EEEEL - IAR Embedded Security Solution (ESS )AZETEMMRRIEMH T
AP ERNTIFRREE - BREHTERARNZENTK - FolliaBPRHE B EE

IAR ESS 7= fa X AR75

DT TEmINI T a R E AR REBTE

saRa ARTE AN 77 FRULEC

FiEE HUERERSSMTRS TSR BRI A R IR
T EKRIER
SESIPFRRE T%T%E%ﬁﬁ/@ﬁ%’fiﬁ#ﬂ# - B ESESIPRRRE B
=N SKAIPSAS #ZE K
PSAG#
— EmZEINEES FRRET TEMBHENERTE HERESR
F_PEER . . . . —
. Rt N MEmBE PHEINEEMERE Bhi& &A1 maess 7 5
ﬁ/E\;’ET EQE . = E A % = SR T 2
EENSRES IR Sé?%%%gg%%fgftﬁ*u HHIX 5098 EMREE L E
PKIFEZEFNERY NFAEIRETERRHE PKI ) 2R
= pen ERZFELRITEARIE AT - 1AR ESSE
BURBRE AR ENE B S FX=Z10T Security Foundation (loT SF)
BB
o2 BE X e fa S EIARF BIRIBFEME R Eclipse VB AT
SETURRER - RERERRR Eh
ZEXINEEEIR PREN hEs RIBFKEBERLZERIENEIEE]( Secure
o REREIRIEIR Boot Manager )
ERFRBEANGERZE N FEREEMRRAREIRERN T EHENEES
ZEIBAFEE provisioning MIZ E 17 M58 35 IAR ESSTR L HEER EIE RS E 14
e EEEL .
BhbEE BiDevSecOps =R IAR ESST2HEAPIEA 17 /1 B EE DevSecOps £ 55 &£
Al IAR ESSTIRUEAI BB A 5 ERIAEAE AR R
o B EREE ERNZ 2 EIFIRTSAIER - 320F ;| BRI
FHNPEER 178 0 RS SE AN AR 7%
E BHlEEEE RESZERER RHBEZEEERE
SRR HRNRERNE R IRE - RN
FPEER - BEBTEHRE B AR A rollback M1 Z = F R T
“EE
@



4. TR

EIEEPSE S

IAR ESSETEITERRIGRRETRIE B F L2 FTKRVRF - =K M InRImAVEOR TS 5

- TENEEAHE - ERAECLIRBEESTERIETESISBM( Z2 MENEES ) FEARFIEMbedded Trust'FE
BEEMREIFTEESHRK - NHFETRRENSBMATS - BiBEmbedded TrustF 2 E Bl A
HERSAREE/ )\ - RUBIEER - HEHERCEEABIRERHENE - 15 M REFFNLZEZ LA |

« HELZEZEENH - IARRHETENZZEELE - dUENHPURERA - RELZEMTHEREE-
ZELEMEAaRERELENER - WHHE FBTE - ZEE © BRI FimwareZl R E RIS

B8 - (R ESMERNENERE -

- WEFREEHHENRE - EHIAR Embedded Trust A RO/ ILZ 2 EEMRERZE BT - SHIAERAES
BB RANRE -

HERBAREZEBZEERKWAE - IARTIZfEEmbedded Security IP - FREBEREEREMEEMNZTERIE -
EZEmbedded Security IPEIIAAEBZEIEA ( AlWflTrustZone WRAIREZEEES] - BmE P EERH
BOREBEENNZEINEE @ E2HOKTHRENERISEZLEINEE - Embedded Security IPERBIDURH G E -
WHEZESESH - Embedded Security P I HEISFIR RN L E(RE |

T3
B TRIARBA S LTRSS N



https://register.iar.com/eval?product=ESECIP-EV&version=1.00&source=iar.com

5. 44

9 4+

ey A

HRAIEm - TEHEVHEER - Z2RFRKEREN ,’\T\Eﬁﬁmf BFIAP - FEZEETK - (BEHEE
REREKME L BRI - RIRRGEE - RIR0IZRANBREmNEZE - THHERF - #RRXAFRH%
ENFTENTESRE -

IARBEERAFENLZEAGNEELE - BYRARBUEEE - BRRE - RENHAERZEE
K BIRBRARRRLZENER - REEFREREE -

W

EE
ISO/SAE 21434:2021 Road vehicles — Cybersecurity engineering

L

1SO 14971:2019 Medical devices — Application of risk management to medical devices
. UN Regulation No. 155 - Cyber security and cyber security management system

UN Regulation No. 156 - Software update and software update management system

e 5G C-loT&InZ 2 BIFTIE R FEMMIE  http://www.gjbmj.gov.cn/n1/2021/1209/c411145-32304004.html
- FARENEMRELZZIREMRES http://www.gjbmj.gov.cn/n1/2021/0903/c409088-32217028.html

o FEEENZESHEEE http://www.gjbmj.gov.cn/n1/2020/0120/c409082-31557379.html

LA !


http://www.gjbmj.gov.cn/n1/2021/1209/c411145-32304004.html
http://www.gjbmj.gov.cn/n1/2021/0903/c409088-32217028.html
http://www.gjbmj.gov.cn/n1/2020/0120/c409082-31557379.html

LA

iar.com Tomorrows intelligence delivered
today

B 2R AP
EC IR

IAR Systems S 16 A ZE
&EE © (02) 2757-6800
HFE : sales.tw@iar.com

ik : Bt IEREERERE 333572418 ( BIEZ K122406 )


mailto:marketing.cn@iar.com

