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IoT Trend Affects All Markets

Smart Cities & Smart Industry & Smart Home &
Vehicles Energ Business Consumer Devices

Smart Cars Energy Factory Automation Smart Home
Commercial, Building Automation
Agriculture &
Construction Vehicles Medical Equipment Smartphones,
incl. Trucks & Busses Tablets & PCs
Low speed vehicles Professional Lighting

Other Business Consumer

Electronics &

Other Transport Infrastructure Wearables

Smart ICT
Communication Networks Data Center / Server Farms
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The connected world

is further driving

: the demand
= _ for security

Security is a

fundamental need
of society with

increasing
importance

" in hardware-based

security as the

essential
trust anchor
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Information & Communication Technologies: Clnfineon
the nervous system of IoT

Gather data
Analyze
Send commands

Reliably convey data
and commands

Send and receive
data and commands

IoT must
Efficient
Reliable
Secure
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And in the real world, (infineon
Attacks are repeating again & again...

Most comprehensive DDoS attack so far

> Targeting systems operated by Domain Name System (DNS) provider Dyn

> Up to 100.000 malicious endpoints used
- Mainly Smart Home devices (surveillance cameras)

> (top) Effected companies: Airbnb, Amazon, Fox news, PayPal, Shopify, Starbucks, Swedish
government, Twitter, Visa

> More then 65 effected organizations

How smart home devices are being hijacked to Pc REVIEWS BESTPICKS HOWTO NEWS TIPS BUSINESS EXPLORE Technology DDoS attack that disrupted internet was
W BackTrdey  #snapchatspeciacies INESCassc _ #TwilerARRGh _#GooglePhotoscan : 1
aﬁack_lntem_ef Web Services Work to Stabilize After 'Smart' home devices used as weapons in largest of its kind in history, experts say

Massive DDoS Attack website attack

2016 | Technology  Snare

SNZA:ES numma

Major cyber attack disrupts internet

Hackers used internet-connected home devices, such as CCTV cameras and
printers, to attack popular websites on Friday, security analysts say.

http://www.sfchronicle.com/busines http://www.pcmag.com/news/3489 http://www.bbc.com/news/technolo https://www.theguardian.com/techn
s/article/How-your-baby-monitors- 22/ddos-attack-knocks-twitter- gy-37738823 ology/2016/oct/26/ddos-attack-dyn-
are-being-used-to-attack.php spotify-others-offline mirai-botnet
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Penetration Attacks

Hacker's Way to do
Penetration Attack

15%

7%

3%

50%

0% 20%

60%

m External (Memory)
IC Access

® Debug Port Implants
Side Channel Attack

Fault Injection

Low Lever Reverse

»  Source from InfoKeyVault. www.ikv-tech.com
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External RAM, NVM and
Cypto/common co-
processor.

JTAG/UART/USB for
Monitoring and debugging.

Internal crypto engines for
SW or external storage
protections.

SoC doesn’t have secure key
store.

Non-certified or low cost
security IC.
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Major IoT Device Security Weakness

Trend Micro identified five major loT Devices Security weakness in 2016

Existing Vulnerabilities Insecure Network Protocols
* Insecure Design/Code Insecure Cloud/Mobile App service
» 3 Party L|brar~,r Insecure FDTA,:’SDTA

gy =

* Insecure Network Ports Open * Unauthorized System Changes

* Poor Authentication/Authorization
* Unsafe key store/operation
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IoT Security by Legislation

(infineon

Com FREENRERTSRE BiFRE ity ruleqU.S. presidential cbmmission issues

recommendations on cyber security
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« Software
Updates

- Structured
Penetration Tesi)

TRAINING SERVICES

ADVISORY SERVICES
REVIEW SERVICES

+ RISK MITIGATION
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& Regulation

+ INNOVATIUN

COMMISSION ON ENHANCING
NATIONAL CYBERSECURITY
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General Data Protection Regulation (iﬁ'f?neon
— R RS

y Histor

REGULATION (EU) 2016/679 OF
THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 27 April
2016

on the protection of natural persons with
regard to the processing of personal

Directive 95/46/EC
of 24 October 1995

72 Prefaces / 7
Chapters / 34 Articles

data and on the free movement of such
data,and repealing Directive 95/46/EC
(General Data Protection

Regulation)

173 Prefaces / 11 Chapters / 99
Articles

Data Protection Act
(DPA) of
EU Member states

> Who does the GDPR apply to?

» GDPR applies to ‘controllers’ and ‘processors’.

> A controller determines the purposes and means of processing personal
data.

» A processor is responsible for processing personal data on behalf of a
controller.

https://ec.europa.eu/commission/priorities/justice-and-fundamental-
rights/data-protection/2018-reform-eu-data-protection-rules_en
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GDPR Short Summary
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Source Business Next
https://www.bnext.com.tw/article/49249/gdpr-general-data-protection-regulation-eu-
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GDPR Technical Impact- Encryption

»  Encryption: GDPR Articles 5(1)(f) and 32(1)(a)
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Cinfineon
end customers

Main security concerns for
| - |

Identity Protection g
| against Fake Devices [ %

Protection against
Eavesdropping

.

| protection against the
~ Manipulation of the
Data

Protection against
illegal Update of

Firmware
T
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Trust Anchors:
The best way to protect keys

Key security
is essential for
system security

Compromised keys
= NO security

Cloning of key leaves
no traces

Key handling must be
secured through the
whole lifecycle
including
manufacturing

(infineon.

Trust Anchors
» Key store
» Crypto operation

» Key management

2018-07-05 Copyright © Infineon Technologies AG 2018. All rights reserved.



(infineon.

Why hardware security in IoT device?

d

Main CPU Software Main CPU Software Hardware

Crypto functionality

Strong isolation -
Security-certified -
Tamper-resistant -
Manufactured using

security-certified processes -
Resistant to IP theft -

2018-07-05 Copyright © Infineon Technologies AG 2018. All rights reserved.



Infineon security products address multiple Cinfineon
security requirements

Security Level

Single function Advanced Extensive TCG

(Trusted Computing Group)

19

Feature set
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Our belief: hardware-based security

> Hardware security can be

integrated into any system

> Hardware security avoids
extra work for users and
can even simplify user

experience

> Hardware security provides

the best available

protection
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Semiconductors are the crucial link between (in’fﬁeon
the real and digital worlds

% EID Added value through the cloud

Information and processing

&Y 107101010101,
& 115,01510100..9.\%
Y 1,11011110291010

*01011101011 101

o

IT & data

10100" %
_ _securlty 2 01001020788
® . € I

Added value with new business models
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Infineon helps to create sustainable IoT Cinfineon
success for its customers

(3

Cross-application control

Microcontrollers (MCUs)
control and instruct IoT devices
by collecting, coordinating,
processing, analyzing, and
communicating data - thus
making them "smart"

Advanced sensing capabilities

Ubiquitous sensors mark the
"point of beginning" of the IoT,
picking up meaningful data from
the environment surrounding

an IoT edge device

Trusted security
protection

Efficient power
management

Security solutions shield
connected systems and devices

Depending on "smart" decisions,
devices are actuated. This

and protect personal privacy, Ky o actuation is performed by power
intellectual property and public safety ecul'ity so\u{\o(\ semiconductors (muscles for the
device)

Making the Internet of Things smart, secure and power-efficient -
based on our understanding of connected systems
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