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IoT Trend Affects All Markets 

Factory Automation 

Smart  
Vehicles 

Smart Cars 

Commercial, 
Agriculture & 
Construction Vehicles 
incl. Trucks & Busses 

Low speed vehicles 

Smart Cities & 
Energy 

Smart Industry & 
Business 

Smartphones, 
Tablets & PCs 

Consumer 
Electronics & 
Wearables 

Smart Home 

Smart Home & 
Consumer Devices 

Other Business 

Other Transport  

Energy 

Building Automation 

Professional Lighting 
 

Infrastructure 
 

Data Center / Server Farms Communication Networks 

Smart ICT 

Medical Equipment 
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Security is essential 

 
Infineon believes 

in hardware-based 
security as the  

essential  
trust anchor 

 
Security is a 
fundamental need 
of society with 
increasing 
importance 

 
 

The connected world 
is further driving 

the demand 
for security 
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Information & Communication Technologies: 
the nervous system of IoT 

Gather data 
Analyze 

Send commands 

Reliably convey data 
and commands 

Send and receive 
data and commands 

IoT must  
Efficient 
Reliable  
Secure 

24hrs HACKER ATTACK 
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And in the real world,  
Attacks are repeating again & again... 

› Targeting systems operated by Domain Name System (DNS) provider Dyn 

› Up to 100.000  malicious endpoints used 
- Mainly Smart Home devices (surveillance cameras)  

› (top) Effected companies:  Airbnb, Amazon, Fox news, PayPal, Shopify, Starbucks, Swedish 
government, Twitter, Visa 

› More then 65 effected organizations 

 

Most comprehensive DDoS attack so far 

http://www.pcmag.com/news/3489
22/ddos-attack-knocks-twitter-
spotify-others-offline   

https://www.theguardian.com/techn
ology/2016/oct/26/ddos-attack-dyn-
mirai-botnet  

http://www.bbc.com/news/technolo
gy-37738823  

http://www.sfchronicle.com/busines
s/article/How-your-baby-monitors-
are-being-used-to-attack.php    
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Penetration Attacks 

› External RAM, NVM and 
Cypto/common co-
processor. 

› JTAG/UART/USB for 
Monitoring and debugging. 

› Internal crypto engines for 
SW or external storage 
protections. 

› SoC doesn’t have secure key 
store. 

› Non-certified or low cost 
security IC. 

› Source from InfoKeyVault. www.ikv-tech.com 

3% 

7% 

15% 

25% 

50% 

0% 20% 40% 60%

Hacker's Way to do 
Penetration Attack  

External (Memory)

IC Access

Debug Port Implants

Side Channel Attack

Fault Injection

Low Lever Reverse
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Major IoT Device Security Weakness 
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IoT Security by Legislation & Regulation 
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General Data Protection Regulation 
一般數據保護法 

› History 

 

 

 

 

 

 

 

› Who does the GDPR apply to? 
› GDPR applies to ‘controllers’ and ‘processors’. 

› A controller determines the purposes and means of processing personal 

data. 

› A processor is responsible for processing personal data on behalf of a 

controller. 

Directive 95/46/EC 

of 24 October 1995 
 

72 Prefaces / 7 

Chapters / 34 Articles 

Data Protection Act 

(DPA) of 

EU Member states 

REGULATION (EU) 2016/679 OF 

THE EUROPEAN PARLIAMENT 

AND OF THE COUNCIL of 27 April 

2016 
on the protection of natural persons with 

regard to the processing of personal 

data and on the free movement of such 

data,and repealing Directive 95/46/EC 

(General Data Protection 

Regulation) 

173 Prefaces / 11 Chapters / 99 

Articles 

https://ec.europa.eu/commission/priorities/justice-and-fundamental-
rights/data-protection/2018-reform-eu-data-protection-rules_en 
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GDPR Short Summary 

規範對象 
對歐盟境內人民提供商品、服務、客戶中有歐盟公民、雇用
歐盟員工。 

個資定義 
包括電話號碼、地址、行動裝置 ID、社群網站等，會暴露個
人身份的資料，以及血統、政治意見、宗教、生物特徵、性
傾向等個人特徵都算。 

當事人權利 更正權、刪除權、個資可攜權、拒絕權。 

企業責任 
知悉個資遭侵害，需 72 小時內通報與通知、個資保護影響
評估、個資保護設計及預設。 

Source Business Next 

https://www.bnext.com.tw/article/49249/gdpr-general-data-protection-regulation-eu- 

› 執行日期 2018年5月25日 

› 違反GDPR有關控制者與處理者之義務、認證機構之義務或監管機構之義
務者，最高處以一千萬歐元之行政罰鍰，如維企業，最高處以前一會計
年度全球營業額之百分之二，以較高者為準。 
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GDPR Technical Impact- Encryption 

› Encryption: GDPR Articles 5(1)(f) and 32(1)(a) 

› 依據適合風險安全級別，GDPR明確將加密做為一項重要技術措施。 

› 可能需要加密，如通過網路傳輸個人數據或儲存在諸如筆記型電的移動設備上
時。此外，可以使用加密來實線訪問控制機制，如用於數據庫漢被分儲存。 

› 適用對象:產品 (必須)/服務 (必須) 

› 與產品(product)、個人數據控制者(controller)服務與個人數據處理者
(processor)相關問題: 

– 通過媒體漢不安全網路進行數據傳輸，是否加密? 

– 加密是否用於訪問控制(例如，數據庫或備份)? 

– 如果產品不包含加密功能，那麼對手冊中的用戶提供建議? 

– 加密是否有效? (密要長度，演算法及加密算法已知弱點) 

– 加密密鑰如何管理? 

– 金鑰遺失/遺忘的影響? 

– 密鑰是否以安全的方式傳輸(例如，託管服務器硬碟加密的密鑰)? 

Source : Techknowledge Services Group 
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Main security concerns for end customers 

Identity Protection 
against Fake Devices 

Protection against 
illegal Update of 
Firmware 

Protection against the 
Manipulation of the 
Data 

Protection against 
Eavesdropping 
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Trust Anchors: 
The best way to protect keys 

Trust Anchors 

› Key store 

› Crypto operation 

› Key management 

 

Compromised keys 
= no security 
 
Cloning of key leaves 
no traces 
 
Key handling must be 
secured through the 
whole lifecycle 
including 
manufacturing 

2 

3 

1 

Key security 
is essential for 
system security 
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Why hardware security in IoT device? 

Main CPU Software Main CPU Hardware Software 

Manufactured using 
security-certified processes 

Security-certified 

Tamper-resistant 

Strong isolation  

Resistant to IP theft 

Crypto functionality    

 

 

 

 

 

- 

- 

- 

- 

- 
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Infineon security products address multiple  
security requirements  

Microcontroller with Security implementation 

Security Level 

High 

Low 

Single function Advanced Extensive TCG 
(Trusted Computing Group) 

Feature set 

gateways, mgmt. 
devices, smart lighting 

OPTIGA™ TPM 

smart home, smart 
lighting, anything 

programmable 

OPTIGA™ Trust 
P 

authentication, smart 
lighting, connected 

home, infrastructure, 
industrial  

OPTIGA™ Trust 
B 

Smart home (appliances, 
gateways, bridges, mgmt. 

devices, sensors) 

OPTIGA™ Trust 
X 
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› Hardware security can be 

integrated into any system 

› Hardware security avoids 

extra work for users and 

can even simplify user 

experience 

› Hardware security provides 

the best available 

protection 

Our belief: hardware-based security 
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Semiconductors are the crucial link between 
the real and digital worlds 

Sensors Data 

Actuators Support/control 

Data processing and control IT & data 
security 

Added value with new business models 

Added value through the cloud 
Information and processing 
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Infineon helps to create sustainable IoT 
success for its customers 

Making the Internet of Things smart, secure and power-efficient – 
based on our understanding of connected systems 

Advanced sensing capabilities 

Ubiquitous sensors mark the  
"point of beginning" of the IoT,  
picking up meaningful data from  
the environment surrounding  
an IoT edge device 

Cross-application control 

Microcontrollers (MCUs)  
control and instruct IoT devices  

by collecting, coordinating,  
processing, analyzing, and  

communicating data – thus  
making them "smart" 

Trusted security  
protection 

Security solutions shield  
connected systems and devices  
and protect personal privacy,  
intellectual property and public safety 

Efficient power  
management 

Depending on "smart" decisions,  
devices are actuated. This  

actuation is performed by  power 
semiconductors (muscles for the  

device) 
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我們的願景 
現實與數位世界的連結 

美好生活 定義未來 

全球半導體解決方案的領導者 

企業價值 

承諾  合作 

  創新  成效 

我們的使命 

讓生活 
更加便利、安

全和環保 
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