5@ Hyp nﬂ H—: ft
: ,A.j; IU\EE¥E1E 15;%,

P {LEE | Steam Lin , ,/ 2
’ ‘,\7-95/7’70/09)/ Manager at Winbond ~ +. ‘(I




I Speaker Profile Yy winbond

M {LEE | Steam Lin

A Technology Manager works at Flash Memory Technical
Marketing & Application Division for Winbond. Holds
Master degree in Electronics Engineering from National
Central University. Join Winbond in 2010, works with most of
the Winbond Flash memory product development,
promotion and customer technical support.
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I We are in the loT World
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I Memory Key Factors of IoT Device

BOM < 5$

Cost

Form Factor

Size <18mm x 16mm

Power
Consumption




I Types of IOT Memory Yy winbond

External Flash Memory:
Embedded Flash Memory:
Multichip Package Memory:
Multi Media Cards:

Inexpensive, reliable and flexible

s ~ Lo
Code/Data *#

Serial NOR




I Challenge for Flash of IOT Device
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Cost
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External

Flash
Memory

DTR

1.2V device \

Power
Consumption




Common Edge Node Devices m

16Mb ~ 128Mb or higher
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o mm  +Vision
+Smart N
<
' Small Display '
Things il
Modest OS Rich OS
Light OS
Flash || DRAM Flash || DRAM
Sensors @ ZiBnge -
Sensors | A BLE
Sensors BT
Flashl [RAM 'Modem' | Wifi, Modernt v |

Battery Operated - needs lower power consumption




I Strategy to Minimize Power Consumption m

* The energy consumption includes active mode and sleep mode.
» Edge node device is not always in active mode.
* Lower the operation voltage

Power

A
* Multi-tasks
« Higher clock rate

» Access Flash in high speed

Reduce active duration

Improve each component

Reduce standby current

Active

Time
10




I DTR Dual Transfer Rate m

cs T\ 2 times read speed
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Optimizing Power and Cost

— Power i
1. Reduce power consumption by

<) Control/Data turning off NOR while sleeping
2.  Reduce system BOM cost by
(B) (C) simplifying power rails

*  Both of ASIC and Flash are powered

$K PE/IHCH o db de wh Zero standby current Zero standby current Reduced voltage
CSE keaespsI;iI;hStan y mode when * The Flash is powered by ASIC pump size
. FIIash shu;s down when ASICisinthe | The 1/0 and Ve of NVM are 1.2V
Sl€ep mode * Reduced noise coupling circuit
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I Memory Low Voltage Trends

I:I DDR1 2.5V

I I I !
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| 1 | :
1 |
; DDR3 1.5V | |
| 1 1 !
I I I
| DDR3L 1.3V I I
| 1 | !
| | 1 1 1 :
| 1 |
. L] poRaiav ! | :
| I | ! :
I [ 1 . J ! ONFI 2.0
I I ONFI13.0 1.8V ! ! '
| | | | DS . 3.3V
I ONFI 4.0 1.2V I : '
: : : : NOR 2.7V- 3.6V
| 1 [ 1 |
I I | 1.7-1.95V ,
I I ) .

1 |
! NOR 1.14 - 1.6V | |
| . i 1 |
I 1.14-1.3V | : :

| | | | | | | | |I | | | | |I | | | | | ! | | | | | | | | | | | | | | | | | | | | | V
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I Winbond Ultra Low Power Flash

* Low Power, Wide Temperature Range
— Single 1.14V to 1.30V supply (W25Q80NE) POYER
— Single 1.14V to 1.60V supply (W25Q80ND)  somw
— 2mA active current 1MHz (1.8V device 3mA)

— 0.5 yA Power-down current

—-40°C to +85°C operating range

12mwW

1. High clock rate g __
2. Lower DPD current ‘ \ emwW
3. Fully SW compatible ,.

*Typical Currents while Reading Data in Quad mode @ 104MHz
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I SpiStack

Qde Storag a St
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| Spistack Using NOR + W25N Serial NAND 7

ke

___, /HOLD(I0,)

WP (10.)¢—— — CLK

GND DI (10,)

Same Pinout as SPI NOR

SPI Interface, 8-pin small
package,

Built-in features offloads
external controller —
ECC, Bad Block Management,

Continuous Read — Improves
system efficiency

W?25N Serial NAND

« Seamless NOR transition with SLC NAND using standard SPI

interface and package

Compatible with SpiFlash Instruction Set*

Robust 46nm SLC NAND technology in Winbond’s 12" Fab
512Mb to 2Gb available; 1Gb used in SpiStack

3V or 1.8V power supply

Continuous 52MB/s read data throughput ideal for Code-
Shadowing applications

On Chip 1-Bit ECC and On Chip Look-Up-Table for Bad Block
Management

Using low pin-count SpiFlash packages (WSON-8 & TFBGA-24)

Flexible device configurations tailor to customers’ need
(Buffer/Continuous Read, Array/Device Lock-Down/OTP/write
protection)

* With minor additional commands 6



I SpiStack Structure and Block Diagram m

_ _ es L IcSsil _ — “Software Die Select” (C2h)

W?r'eess s:?_é); dn?r';‘r?]e oK beb-00 | ® This command is used to select
or Substrate 10[0:3] any die within the MCP package

Comtrofler /CSH2 Die 2 @ Each die is assigned with an 8-

s X / Die ID = 0x01 bit “Die ID” in the factory
1/' @® Only one “Selected” die is active
\CS#3 Die 3 on the SPI bus at any given time
Die ID = 0x02

1) Saves board space
2) Reduces system BOM cost

—

0] 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 Mode 3

}47 Instruction (C2h) 4%47 Die ID 4%

(109 \ X X5 X e X2 X2 X2 X e X X
*

DO High Impedance

(104)
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Security in loT winbond




I Security Issuein loT

Public Safety
Economic Loss
Business interruption
Information leakage

The JOY of Tech., by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
6 BITCOIN, OR NEXT
SMOKE, T WGHT
ON STRIKE I
HUNGRY? UNTIL YOU JussrL EEETPYOU
PAY UP AND SEND MONEY :

ILL UNLOCK THE NEXT TIME

YOU LEAVE, IT/LL MY ALARM

. I’LL BE

COST YOU 100 SYSTEM IS
BURNING THE BUOCSJS TO GET GOING TO GO
TOAST IF YOU BACK INTO THE OFF RANDOMLY
HOUSE, UNLESS THROUGHOUT
YOU GIVE ME THE NIGHT,
$75 NOW! UNLESS YOU
“DONATE”.

EXCUSE US
WHILE WE

PARTICIPATE I‘M TURNING
HACKER #100 BUSY MINING o OFF THE
IN A DDOS
OR I’LL REVERSE BITCOINS. ATTACK.
MY MOTOR AND

BLOW DIRT ALL
OVER THIS
PLACE/

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

SEND ME $25 OR

IF YOU DON‘T I’LL TELL EVERYONE

SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH

TRASH. TO BUY AN INTERNET-

CONNECTED BROOM/
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I Memory in Security World

* Flash is everywhere — indispensable for systems
« End-to-end security: Each device is important
* Flash can be/has become the easy target for hackers
« Standard/De-facto interface
» Technology well known by the public
« Ease access to abundant SW/HW tools @very low cost
« A passive device lagging in security
* Winbond security flash solutions
« Memory with embedded HW security

20




I loT Connectivity m

loT loT Internet Cloud/Data Client Devices

Edge Node Infrastructure | Infrastructure Center Enterprise

—

Retail Health
Sensors % | Analyss = "
Processing ==

Industrial and

loT Routers - ‘ Sto rage == Manufacturing
& Gateways sl B ‘ ’

End user

L SHAH\NGDumE

ST REALN

Actuators



I Flash Memory Security Evolution m

Staying ahead of the hackers requires technology advances...

Sector OTP Password Monotonic

Protection [l  Array [ Protection » Counter

Authentication
Code/Data Code/Data Code/Data

Protection Protection Access

Control Anti-Replay

Attack

Standard Winbond Memory Solution 4 Authentication\
« SPINOR Flash

« ONFI Parallel NAND W74M Family
\_ N y
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I W74M Authentication Flash Y winbond

What is Authentication Flash?

« SPI Flash with Authentication (2-in-1)

« Adds security intelligence into SPI Flash
« Built-in HMAC-SHA-256 engine for the Challenge-Response with HOST(s)
» 4 sets of security volatile & non-volatile storage ideal for multi-layered authenticity
« Authenticate and anti-replay

« HOST to validate before accessing data and executing the codes

HOST

Root Key1 Countert
RootKey2  Counter2
Root Key3 Counter3
RootKey4d  Counterd

Root Key1

-

Challenge
spiflash

Response

Authentication

 —

Regular Flash Usage

Flash with Authentication Usage

23




I W74M Authentication Flash

256-bit Root Key
OTP

256-bit Root Key

256-bit HMAC Key
Volatile

256-bit HMAC Key

32-bit Monotonic Counter
Non-volatile

32-bit Monotonic Counter

OTP Volatile Non-volatile
256-bit Root Key 256-bit HMAC Key 32-bit Monotonic Counter - e T°°"""8 e
OTP Volatile Non-volatile = —
oo — 2 — NC

256-bit Root Key
OTP

256-bit HMAC Key
Volatile

32-bit Monotonic Counter
Non-volatile

NC

GND

) QK

—

Advance security with multi-layered authenticity
L HMAC-SHA-256 standard crypto algorithm

Q 4 sets of 256-bit OTP Root Key .
O Multichip package

[ Standard serial flash interface
Single, Dual, Quad

0 4 sets of 256-bit volatile HMAC Key
] 4 sets of 32-bit Monotonic Flash Counter




I W74M Multi-Layered Authentication

Binding with up to 4 HOST

d Usecase: loT

Hostl W74M

Root Key1 Counter1

RootKey1 -
 Counter3

Root Key4 Counter4

Chaﬂénge

Authentication

Response

Challenge

Response

Who are
you?
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