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AUTOMOTIVE CYBERSECURITY

I UNECE regulations on

: : Cybersecurity and
WTo[[S{EEN[o]g M| Software Updates

Industry * |SO 21434

Standard




UNECE REGULATION
ON CYBER SECURITY AND SOFTWARE UPDATES

=Worldwide organization, including 56 member states

*EU to mandate them from July 2022, Japan from 2021

=Whole life-cycle of the vehicle in scope of the regulation l TN .
\ UNECE /
Securing " Ny o
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ISO/SAE 21434 AUTOMOTIVE E&R1EHE

*Industry-backed standard focused on
security processes in development,
production and post-production

Useful for both OEMs and Tier 1/Tier 2

«Strong link with the UNECE
Cybersecurity regulation

NOW

UNDER DEVELOPMENT
ISO/SAE FDIS 21434

Stage: 50.00 ~
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Slide /7



I)Eﬁ
IH
i

AUTOMOTIVE E

Key Fob Hacking

Oversight fo Personal Data
Third-Party Apps / 1 —
T —

OBD-Il Hacking

Bt Y

Vehicle-to- hicle-to-Vehicl Spam and
Infrastructure (V2I) venie T‘::;E eie anMdﬂll;:slr:it Advertising
Failure and defects Unintended behavior J @ @
1ISO 21448 (oo

ISO 26262

Cyber threats
ISO 21434




HARMONIZATION OF SAFETY & SECURITY PROCESS

Cyber Security ISO 21434

Update &
Maintenance

Concept Requirement [ Implementation Validation Decommissioning

Functional Safety ISO 26262 and Safety of the Intended Functionality ISO 21448
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What is TISAX ?

o TISAX (Trusted Information Security Assessment
Exchange) audit and exchange mechanism for the |SA
was bornin 2016

* The German Association of the Automotive Industry
(VDA) and ENX, as information security task force,
decided to propose a robust and enhanced standard
based on SO 27001 requirements added with the
information security assessment (ISA) catalog
developed by the VDA.

TISAX

TISAX

Trusted Information Security Assessment Exchange

WHY SHOULD | BE ASSESSED AGAINST TISAX ?

e German automotive companies (BMW, Daimler, and Volkswagen) mandate
compliance to TISAX, for suppliers to be ranked as “top reliable" suppliers in
term of quality and security of digital information management.

e |[tshall be enlarged to other OEM and TISAX is becoming the certification reference
standard for Automotive Industry and Information security Management.

» TISAX was launched end of 2016 with an instantaneous demand from the
automotive industry and after almost 2 years of existence, almost 2000
companies have been already assessed against TISAX.

e Furthermore, the audited company can choose to make its audit results available
to other TISAX participants in varying levels of detail, thus avoiding additional
audits for other interested participants with the same security requirements.
Duplicate and multiple audits are therefore a thing of the past, which helps all
those involved to save time and money.

What Complementarity between ISO 27001 & TISAX ?

* Both standards are fully complementary

ISO 2700171 focuses on the organization and its structure when TISAX focuses on
topics relevant to partners and specific physical sites.

TISAX also consideres particularly Customer Specific Requirements from german
automotive OEMs or Tier 1 suppliers for what regards information security.
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ONE STOP SOLUTION TO EVSE
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Availability

Cyber Security Standards

Integrity Confidentiality

SUMMARY

byber security‘
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MOVE FORWARD WITH CONFIDENCE
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