
“英”為有你，盡收“眼”底
與英飛凌一起探索網路攝像機的黑科技

英飛凌安全與互聯系統事業部 賈智勇
威健實業產品應用部協理 楊以誠



Metaverse is approaching

Video Wireless SecurityAI Edge



All American game changing accounts are 
positioning themselves in the camera industry

› Cloud computing & storage vs. edge computing & storage
– Increasing number of cloud-based offerings (private / shared / on premise) by vendors despite complementary 

trend to edge computing / storage for specific operations

› Deep Learning / Artificial Intelligence
– Self-optimizing algorithms to be widely deployed in cameras, especially also with GPUs & at the edge
– Deliver better and faster results for large amount of data as well as unlabeled data 

› Cybersecurity & privacy issue
– More connected cameras also mean higher potential for cyberattacks
– In US and especially Europe heightened concern for privacy issues of data (GDPR & similar laws) 

› Maturing IoT market
– More and more cameras connected that generate an enormous amount of data
– Challenges in data storage and analyses need to be overcome and scalable solutions to be found 

Market   Drivers 



› Battery based camera grow faster than average, power consumption is 

key. We have better position in market.

› WiFi SoC is trend in battery camera, target to reduce total BOM cost and 

lower power consumption in system level.

› Long range demand and room construction drives high TX power WiFi in 

outdoor camera and indoor camera respectively.

› BLE Onboarding

IP Camera is one of the key application for Infineon
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The scope of application Surveillance Camera is …

Application Scope

› Devices with video camera capabilities, that are used for observing or recording a specific area. They may be connected to 

a recording device, a local IP network or directly to the cloud.

› Initial scope is cameras that are wireless (wired connected cameras is used for specified installation)

› Surveillance Cameras can be deployed outdoor or indoor, in residential/home or commercial settings. Example products are 

security camera, video doorbell, peephole, after-market dashcam for cars, sports camera.

› We anticipate SAM to grow with ~23% CAGR over the next 5 years, with annual volume to reaching 140Mu globally in 2025.

Surveillance Camera Product Pick Market Trend
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Block diagram with sub-blocks for Common IP Camera
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Infineon provide the diverse solution for IP camera
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Good

Infineon Wireless Offerings for IP Camera

› Single band, 1x1 11n, iPA. SDIO/UART

› BT/BLE 5.2

› TCP/IP keep a live

› Antenna diversity

› Cost-effective connectivity for baseline 

cameras 

CYW43438/43439

Better Best

Long Range solution

› CYW4334W + ePA (2.4G Single Band)

› Azurewave module NM378SM

Available Module (CYW43438)

Type 1DX

6.95x5.15

NB197SM

NM372SM

12x12

BM-26A

9.5x15

› Dual band, 1x1 11ac, iPA. USB/SDIO/UART

› BT/BLE 5.2

› TCP/IP keep a live

› Antenna diversity

› Entry-level 11ac for high speed and wider 

coverage 

CYW4373/43455

Long Range solution

› CYW4373 + ePA (2.4G/5G Dual Band)

Available Module (CYW43455)

Type 1MW

7.9x7.3
BM-25

9.5x15

BM-28

7.9x7.3

CM256SM

CM390SM

12x12

CM467 (4373)

14x13

Lowest Power CYW43012
› Dual band, 1x1 11n, iPA. SDIO/UART

› BT/BLE 5.0

› TCP/IP keep a live

› Ultra Low Power, optimal battery life

› MCU and Network offloading

› Support ePA + eLNA option

Type 1LV

10x7.2
AM497

12x12

AH306

8.5x7

Available Module (CYW43012)

Highest Performance CYW54591

› MIMO, Dual band, 2x2 11ac. BT/BLE 5.1

› Best performance / RSDB supported



Customer Get Benefits from IFX Solution

Gen. 1 Gen. 3

Keep a live

• Keep a live feature 
maintain the 
connection with 
Could in idle mode

• MQTT/TLS 
running on the wifi
core processor

MCU offloading

• BT M4 core 
replace external 
MCU to manage 
sensors and power 
rail

• Total BOM save for 
end customer

Network offload

• BT M4 core cover 
network activities 
in host before.

• Host has more 
time to sleep to 
save system 
power



Is Your Surveillance Camera SECURE and SAFE？

360家用监控摄像头被黑客入侵偷拍大量居家隐私视频



Hardware- based trust anchors for Secure Identities



› The security of your surveillance data is just as important as the people and premises you are 

safeguarding.

› We secure data from hackers by encrypting it at the hardware level, using a cryptographic key that 

is safely stored in an unique built-in Trusted platform module(TPM)

Infineon offering TPM for secure IP camera data
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雷達傳感器

MEMS麥克風

壓力傳感器

3D 圖像傳感器

CO2傳感器

英飛凌

智能傳感器

雷達應用程序

RDK（雷達開發
套件）

傳感器應用程
序

傳感器
驅動器

應用軟體算法代碼

英飛凌傳感器算法 + 微控制器

連接
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The programmable analog blocks in 

PSoC 4 devices allow you to customize 

your analog-front-end, enabling you to 

easily integrate intelligent analog 

sensors into your application.

PSoC 4 simplifies complex HMI 

interfaces such as capacitive and 

inductive sensing enabling sleek, 

robust, and easy to use interfaces.

Make It Smarter

Make It Easy to use

Make It connected

Bluetooth Low Energy (BLE) integrated 

into some PSoC 4 devices simplifies RF 

design. Additional wired interfaces such 

as USB and CAN are also available.

Infineon Sensor empower the convenience



Time-of-Flight in a nutshell:

› Camera based technology

› Sending out active infrared light (LED/VCSEL)

› Comparing transmitted with reflected signal

› Depth map is calculated out of the phase shift

Depth in 
every pixel
(red=close, 
blue=far)

Amplitude, 
grey scale 
picture

What do I get?

› High resolution depth map of my environment

› Distance information in every pixel and grey 
scale picture simultaneously

› In darkness and strong sunlight

3D imager

3D pixel array

Infra-red 
illumination
(850 or 940 nm)

Lens above 
imager

3D ToF camera

Application 
processor

› Depth map 
calculation

› Post processing

› Application SW

Infineon offer 3D ToF to sense environment



Radar Technology: sensing 3D asthetically 

Write here important information about the 
product related with its definition and 
funtionalities

Radar in a nutshell:

› RF frequency is transmitted and interacts with 
targets in space

› Conversion from RF frequency to IF at receiver 

› Information is encoded in phase and frequency of 
IF signals can be extracted by time and frequency 
domain analysis

Radar point cloud

What do I get?

› Range, angle and velocity of targets in the 
sensing environment

› Micro-Doppler motions for lifeform detection

› Radar point clouds (represent target at a location)

60 GHz mmWave sensor 

Application 
processor

IF signal

(frequency and phase)

Antennas for 
sending RF signals

Gesture

Human/Car target

Signal 
transformation

Feature
extraction

Parameter
extraction

Micro-Doppler

Velocity Range

Angle



Completely Autonomous RADAR Sensor for IP camera 

BGT60LTR11AIP 
Key Features:

• 60GHz mmWave Doppler RADAR Motion detector 

• 3.3 x 6.7 x 0.56 mm package size 

• 1Tx 1Rx Antennas in Package (AIP) with 80 ° Half 

Power Beam-Width 

• Built-in motion detector/direction detector

• Multiple modes of operation incl. a completely 

autonomous mode

• Adjustable performance parameters: detection 

sensitivity, hold time and frequency of operation 

• FR4 material for PCB design 

Operation Mode:
• Autonomous mode

 Up to 7m detection range

 Less than 2mW power consumption

 Required minimal external circuitry

• Add MCU extends flexibility(SPI mode)

 Up to 10m detection range

 Advanced functionalities by SPI configuration



Wireless：AIROC Security：Optiga

MCU：PSoC All the others

Infineon offer one stop solution for customer

Find more useful resource in Wireless Community
https://community.cypress.com/community/product-forums/wireless

Training and Video
https://community.cypress.com/community/software-forums

/training-videos

Module Selection Guide
https://community.cypress.com/docs/DOC-3021

Product Datasheet
https://www.cypress.com/file/

Product Datasheet
http://www.cypress.com/psoc6ds

Software
ModusToolbox (PSoC 6): https://www.cypress.com/products/

modustoolbox-software-environment

PSoC Creator (PSoC 3, 4, 5): https://www.cypress.com/products/psoc-

creator-integrated-design-environment-ide

Getting Started App Note: 
PSoC 4: https://www.cypress.com/documentation/application-

notes/an79953-getting-started-psoc-4

Product Datasheet
www.Infineon.com/tpm

More Information
www.trustedcomputinggroup.org

Certification Information
https://csrc.nist.gov/Projects/cryptographic-module-validation-

program/modules-in-process/Modules-In-Process-List

https://community.cypress.com/community/product-forums/wireless
https://community.cypress.com/community/software-forums/training-videos
https://community.cypress.com/community/software-forums/training-videos
https://community.cypress.com/docs/DOC-3021
https://www.cypress.com/file/
http://www.cypress.com/psoc6ds
https://www.cypress.com/products/modustoolbox-software-environment
https://www.cypress.com/products/modustoolbox-software-environment
https://www.cypress.com/products/modustoolbox-software-environment
https://www.cypress.com/products/psoc-creator-integrated-design-environment-ide
https://www.cypress.com/documentation/application-notes/an79953-getting-started-psoc-4
http://www.infineon.com/tpm
http://www.trustedcomputinggroup.org/
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/Modules-In-Process-List


Summary

網路攝像頭應用產品以及解決方案，一站式採購 （MCU，Wireless, 

BT/BLE, 安全以及各種感測器）

安全，智慧，連接：英飛凌持續推出新的產品和應用解決方案引領
行業的發展

“連接”關鍵點：英飛凌領先的晶片設計，可以獨立的處理羽量級的網路
連接需求，保證系統穩定連接的同時釋放應用處理器更多的功耗，豐富
了網路攝像機和安防監控設備的應用。

英飛凌與你一起攜手前進，引領網路攝像頭行業潮流

英飛凌是物聯網市場和應用：值得信賴的合作夥伴



下載英飛凌最新技術文檔
› 產品和應用文檔
› 應用筆記
› 數據手冊
› 白皮書

英飛凌產品註冊
› 高品質評估板相關材料
› 24小時線上服務

瞭解英飛凌最新電路設計
› 電路圖
› 評估板

掃碼註冊
myInfineon

註冊 myInfineon，您能夠….

以上所有內容均是基於使用者感興趣的產品和應用定制呈現！

https://www.infineon.com/cms/cn/#register



