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Metaverse Is approaching :
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All American game changing accounts are @
positioning themselves in the camera industry

amazoncom facebook

Google

Hormiekiz

Market Drivers

»  Cloud computing & storage vs. edge computing & storage
— Increasing number of cloud-based offerings (private / shared / on premise) by vendors despite complementary
trend to edge computing / storage for specific operations

»  Deep Learning / Artificial Intelligence
—  Self-optimizing algorithms to be widely deployed in cameras, especially also with GPUs & at the edge
— Deliver better and faster results for large amount of data as well as unlabeled data

>  Cybersecurity & privacy issue
— More connected cameras also mean higher potential for cyberattacks
— In US and especially Europe heightened concern for privacy issues of data (GDPR & similar laws)

> Maturing loT market
- More and more cameras connected that generate an enormous amount of data
— Challenges in data storage and analyses need to be overcome and scalable solutions to be found



IP Camera Is one of the key application for Infineon

Gafineon

Security
Camera

Home
Camera

[Traditional Creative

New Gen.

Local Rec I ' Battery

Battery based camera grow faster than average, power consumption is
key. We have better position in market.

WiFi SoC is trend in battery camera, target to reduce total BOM cost and

lower power consumption in system level.

Long range demand and room construction drives high TX power WiFi in

outdoor camera and indoor camera respectively.

BLE Onboarding




Infineon
The scope of application Surveillance Camera is ... L/
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Devices with video camera capabilities, that are used for observing or recording a specific area. They may be connected to

a recording device, a local IP network or directly to the cloud.

Initial scope is cameras that are wireless (wired connected cameras is used for specified installation)

Surveillance Cameras can be deployed outdoor or indoor, in residential/lhome or commercial settings. Example products are
security camera, video doorbell, peephole, after-market dashcam for cars, sports camera.

We anticipate SAM to grow with ~23% CAGR over the next 5 years, with annual volume to reaching 140Mu globally in 2025.

Arlo security camera

Xiaomi doorbell
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Strategy Analytics: 2020 Global Smart Home Devices Forecast-July 2020



Block diagram with sub-blocks for Common

External AC-DC
Power Supply

5V/9V/12V/15V/
20 V & custom VDC

54 VDC for PoE

Polarity protection

Isolated DC-DC Power Conversion

USB-

PRIz PD UFI

Infineon
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Type-C PD

Primary “Sida
MOSFET

Synchronous Rectitication

Non-isolated DC-DC Power Conversion
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MOSFET

Low Voltage MOSFETs

Power MOSFETSs
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System Side Power Supply

Cloud Enr

System Integrity

Secure Updates
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> Connectivity
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Digital
Power
Controller

IP Camera

Battery System

Battery
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Authentication
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USB-C, USB 3.1

eSIM for Cellular

dtection

Ethernet
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Digital Media / Application Processor
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Lens Motor & Focus Control

> Discrete Motor Driver

Camera Position Control

Motor Control
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DDR4/LPDDR4

Semper Nano/
Secure Flash
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Infineon
Ultra Lo
Power
Microcontroller

MCU

microcontroller
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Operation —>

Heater & Fan

Active lllumination

LED Driver IR LED Driver

Additional Sensing
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Infineon provide the diverse solution for IP camera

The parts of an IP camera
Wifi Antenna

*——

IP66 Metal Housing

3.6mm HD Lens

3-Axis Mounting Bracket IR-CUT Filter

vandal-poof wire protectign

WiFi Module
TPM2.0

Microphone
MCU

Glass Cover

Power Port Ethernet

@ O

Secure & Reliable
Wi-Fi

© ®

Best-in-class Low-Power Cloud
HMI Secure MCU Management

O 0

CC EALG6+ Certified Innovative
Security Controller Sensing




Cinfineon
Infineon Wireless Offerings for IP Camera ,_

CYWA43438/43439 CYWA4373/43455 Lowest Power CYW43012
> Single band, 1x1 11n, iPA. SDIO/UART > Dual band, 1x1 11ac, iPA. USB/SDIO/UART > Dual band, 1x1 11n, iPA. SDIO/UART
» BT/BLE 5.2 » BT/BLE 5.2 > BT/BLES.0
»  TCP/IP keep a live > TCPI/IP keep a live > TCP/IP keep a live
> Antenna diversity > Antenna diversity »  Ultra Low Power, optimal battery life
»  Cost-effective connectivity for baseline »  Entry-level 11ac for high speed and wider > MCU and Network offloading

cameras coverage > Support ePA + eLNA option
Long Range solution Long Range solution Hi
ighest Performance CYW54591

»  CYW4334W + ePA (2.4G Single Band) » CYW4373 + ePA (2.4G/5G Dual Band) , MIMO. Dual band, 2x2 11ac. BT/BLE 5.1
> Azurewave module NM378SM Available Module (CYW43455) > Best performance / RSDB supported
Available Module (CYW43438) BAzureWave N R0t

Available Module (CYW43012)

EAzureWave NE!  uuRata B AzureWave menBRuaio

CM256SM

e Type IMW
. %VKBOSM 9.5x15 7.9x7.3 ﬂ
X
NB197SM Type 1DX
BM-28 Type 1LV
NM372SM 6.95x5.15 CM467 (4373) 7 0x7.3 ’fz“ﬂi“;? 2';336 12)/57_2

12x12 ' 14x13




Infineon
Customer Get Benefits from IFX Solution C/

jmm-

Connectivity
Processor

nartl | TCPAP | MQTT | Keep a live

HITP |WiFidriver|  TLS

BT stack|Ctm App|  Cirrent

TcPAP | marT | | SO0
|HTTP | WiFi driver

Keep a live Network offload

« BT M4 core cover
network activities
in host before.

* Host has more
time to sleep to
save system

power

* BT M4 core
replace external
MCU to manage
sensors and power
rail

* Total BOM save for
end customer

» Keep a live feature
maintain the
connection with
Could in idle mode

* MQTT/TLS
running on the wifi
core processor

J




Is Your Surveillance Camera SECURE and SAFE? @-

s BENISHMBEEL, BRI EST
R

SRE— UGN BRI SR
P o

5!
e

-

é"‘o}r-@-,
Fay S°,

eI+ ) (DN F et AU ] B az:
: Ams | EHIHER

T

360K A =R IR FZNRAHAXERRISFARLR

B

LI

| x7ve S



Infineon
Hardware- based trust anchors for Secure Identities C/

Comparing hard- and software trust anchors

Crypto functionality @ @
Security certified bed) (::)
Tamper resistant ® <:\Z
Secure sourcing & (9
g Secure manufacturing bod) (:J
£ Ssecure shipment bed) @




Cinfineon
Infineon offering TPM for secure IP camera data

The security of your surveillance data is just as important as the people and premises you are
safeguarding. =

Cloud
‘Gatewavf " 1pm “GatewavfiT Lo
| He-l i

TLS
MQTT/ISON
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Inflneon Sensor empower the convenience
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Make It Smarter

The programmable analog blocks in
PSoC 4 devices allow you to customize
[ fERise ; your analog-front-end, enabling you to
easily integrate intelligent analog

@ é «;-\.. 2 sensors into your application.
..

Make It Easy to use

PSoC 4 simplifies complex HMI
interfaces such as capacitive and
inductive sensing enabling sleek,
robust, and easy to use interfaces.

FEFRI%E . Make It connected

E"‘E‘EEE&E% - Bluetooth Low Energy (BLE) integrated
o~ into some PSoC 4 devices simplifies RF

design. Additional wired interfaces such
as USB and CAN are also available.

Copyright © Infineon Technologies AG 2021. All rights reserved.



Infineon
Infineon offer 3D ToF to sense environment &—/

3D ToF camera

Lens above Time-of-Flight in a nutshell:

imager > Camera based technology
Infra-red > Sending out active infrared light (LED/VCSEL)
'(gg(r)n ;r;a;gnnm) »  Comparing transmitted with reflected signal

> Depth map is calculated out of the phase shift

! L j'}‘! Depthin
- S P " § \ every pixel What do | get?
Application SRS | 4 (red=close, . - :
processor P gL bluesfan > High resolution depth map of my environment
b Ao ¥ >  Distance information in every pixel and grey

> Depthmap
calculation

Amplitude, scale picture simultaneously

Y grey scale i
18"y » Indarkness and strong sunlight
> Post processing

> Application SW




Radar Technology: sensing 3D asthetically

60 GHz mmWave sensor
Radar in a nutshell:
Vo . IF signal RF f . itted and i ith
T &
Q82 (trequency and phase) ) requency is transmitted and interacts wit
targetsin space
R e > Conversion from RF frequency to IF at receiver
sending RF signals

Human;/Car target » Information is encoded in phase and frequency of
IF signals can be extracted by time and frequency
domain analysis

Gesture

Parameter Signal = Feature
extraction transformation extraction What do | get?

Q
ONE-

Velocity Range

> Range, angle and velocity of targets in the
sensing environment

g > Micro-Doppler motions for lifeform detection
ﬁ » Radar point clouds (represent target at a location)

.Igl Micro-Doppler

Angle Radar point cloud



Completely Autonomous RADAR Sensor for IP camera (iﬁﬁneon_
BGT6OLTR11AIP

Key Features:

« 60GHz mmWave Doppler RADAR Motion detector
« 3.3x6.7x0.56 mm package size
« 1Tx 1Rx Antennas in Package (AIP) with 80 © Half

Power Beam-Width
* Built-in motion detector/direction detector
« Multiple modes of operation incl. a completely
autonomous mode
Adjustable performance parameters: detection
sensitivity, hold time and frequency of operation

L * FR4 material for PCB design

- Her jﬁ - i

Operation Mode:

TX Antenna & RX Antenna

e [ 2| — .. e D  Autonomous mode
- | > Up to 7m detection range

» Less than 2mW power consumption
0y e[| =] wr » Required minimal external circuitry
!  Add MCU extends flexibility(SPI mode)
» Up to 10m detection range
» Advanced functionalities by SPI configuration

X141
[ ]

SPIDO |——
SPIDI  |—

ode ain
SPICLK |— SPI Detector ADC Select | | Controller
SPICS |—
SPIRSTN ——
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Infineon
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Infineon offer one stop solution for customer

Wireless: AIROC

Find more useful resource in Wireless Community
www.Infineon.com/tpm

Training and Video
www.trustedcomputinggroup.org

https://csrc.nist.gov/Projects/cryptographic-module-validation-
program/modules-in-process/Modules-In-Process-List

Module Selection Guide

Product Datasheet

MCU: PSoC | All the others

Product Datasheet

Software
ModusToolbox (PSoC 6):

PSoC Creator (PSoC 3, 4, 5):

Getting Started App Note:
PSoC 4:


https://community.cypress.com/community/product-forums/wireless
https://community.cypress.com/community/software-forums/training-videos
https://community.cypress.com/community/software-forums/training-videos
https://community.cypress.com/docs/DOC-3021
https://www.cypress.com/file/
http://www.cypress.com/psoc6ds
https://www.cypress.com/products/modustoolbox-software-environment
https://www.cypress.com/products/modustoolbox-software-environment
https://www.cypress.com/products/modustoolbox-software-environment
https://www.cypress.com/products/psoc-creator-integrated-design-environment-ide
https://www.cypress.com/documentation/application-notes/an79953-getting-started-psoc-4
http://www.infineon.com/tpm
http://www.trustedcomputinggroup.org/
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/Modules-In-Process-List
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https://www.infineon.com/cms/cn/#register

(infineon

Part of your lite. Part of tomorrow.




